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A Challenge for the Real World
by Major Giorgio Stefano Manzi, Italian Internalfairs Ministry, International Police Cooperation partment

Global action to counter the commercial sexual @itaiion of children cannot be exclusively represdiut
should concentrate on preventive measures. Irgkgect, the study of possible current and futceaarios is
important, particularly when it comes to technotagiadvances and second-guessing the way thepevilsed
by those who would harm children.

Child pornography, for example, involves the phgbkabuse of a child as well as the distorted use of
technologies that are being perfected with thentiwe of benefiting the world. At the same timeg thirtual
‘non-places’ where abusive and exploitative imagfeshildren are exchanged and where children averged
for abuse are no longer only chatrooms, InternéayR€hats (IRC) and newsgroups. Now, infancy as a
commodity is consumed in new Internet spaces, aadhose created by Multi-User Dimension (MUD) sy,
through new resources for data transmission, atigeipractice of sex tourism in countries still bigsto combat
this crime against children.

The evil use of new technologies is of particulaneern as we act on the present and look to theefut
remember how, in the early 1990s, paedophile poapiters began to utilise newly emerging bulletiardo
systems (BBS) to exchange pornographic materiles@ systems were territorially confined. The oast
affordable only if connections were made within slagne telephone district, because connections mwade by
dialling into the Public Switched Telephone Netw@STN) and transcontinental connections were still
expensive. With the expansion of the Internet —iemdffordability — the first mailing lists appeat, within
which the first online ‘communities’ of paedophilesd other sexual abusers of young people develdieaple
on these restricted lists began to exchange nbtgutial messages but also pictures and movidd: ‘O
technologies were still used, as photos were schfunénput and analogue films were made into nedvgital
formats. Soon, these paedophile mailing lists eadivnto news groups (long-distance and geographical
diverse, or telematic, discussion groups) in wianbnymity favoured the extreme degeneration of bmthand
graphic production.

By the late 1990s, new technologies’ unintendedit@iion of anonymous networking and sharing ofteneals
among paedophiles generated a pro-paedophilialddeal’ boost and the spread of a paedophilictimal’,
whereby the likes of the Paedophile Liberation Famd NUMBLA used websites — often resident in ddes
with lax Internet and child protection laws — t@pote adults’ use of children for sex and tolerasfce
paraphilia, or dangerous sexual desires. Conseduéne development of techniques for encryptininertexts
and graphics, such as through the use of steggrogfaee panel at left), more restricted paedapgioups
were created. Not only were audio-video-graphicemals (progressively more immediate because thegw
produced directly in a digital format) exchangedt, information was shared on the physical and &ctua
availability of children, very often the sons aralidhters of members of the groups.

The internal organisation of these groups, with @asuch as Shadows Brotherhood, Fun Club and TowpGr
reveals a tendency to esotericism and medievabecatism. It is worth noting how an agreement tasha
materials through a kind of ‘blood pact’ has anrexuic character, and that at the core of thesequdie rings
is a mutually binding ‘contract’. Each member chert access the entire information patrimony ofgtoaip
(that is, the children, data on how to find thehe material produced), while adding their own infation as
proof of loyalty. Bonding may also involve the eacige of information about how to approach criminal
networks in countries affected by sex tourism, Stoaarrange meetings with children in a ‘protetted
environment.

Analysed from the criminological point of view, th&ernet has been transformed in recent yearsaittig store
where paedophiles and voyeurs can look or shomdrfar ‘articles’. They can go to websites for grevision
of photos and films, to newsgroups for the shaahmailing lists and URLSs (the link to a particulaternet
site), to IRCs in order to identify, groom and aggmh children, and to systems of instant messddese are
enhanced through encrypted plug-ins (softwareatids extra features to these programs).



Too often, however, the ‘technological’ paedoplsleonfused with hackers or crackers, whereby dheér is
regarded as engaging in deviant behaviour fronirtfteematic point of view. This is far from true. &h
paedophile exploits the technology, he controlbut,he does not abuse it. On the contrary, herig attentive
not to fall prey to the traps of software or copfti piracy. His presence is silent as he movesutiirahe
underbrush of encrypted systems of communicatiothe virtual tunnelling systems, Secure Shelle (snel),
in Voice Over IP (which allows phone calls over thiernet, so feared by police investigators). feace is not
his daily habit. He is a terribly ‘serious’ crimin&le is so serious that he meditates on the nevebs and
territory to be invaded: the Telnet, for exampteg panel) in order to modify the initially carefiend joyful
nature of MUD. Or to exploit the third-generatiooliie phone system, avoiding the Internet monitrin
order to reach a child directly.

It is widely accepted that MUD systems (see paawed)among the newest challenges in efforts to evact the
abuse and exploitation of children, directly andiriectly, via the Internet. This is because thelef risk for a
child is extremely high in the virtual non-placdsMlUD, where the related interactive games commatisact
teenagers. Adults who engage a child through MUBro&im to ‘transform’ the child’s sexuality, bygsenting
him or her with different and sexually undefinedridities. The ultimate goal in subjecting the chiddialectic
tortures’ is to confuse the young interlocutor attbeir gender identity, by means of continuoususéx
solicitations, until the child enters a ‘land’ ofinked perversion in which the abusive adult mearsssume the
role of guide. Evil and perverse.

A new scenario is rapidly coming true, along withawvthe (positive) theorists of the web have fdcetor a
long time. We are witnessing the transformatioa afere technological tool into a complex meta-unsgnt
through which new realities can be created, realithat seem closer and more similar to the redbwoan can
be imagined. The children of the world — our cheéld~ must be protected not only from exploitatjgysical
and worldly violence, but also from the dangers tham within new communications systems. The dengé
physical and psychological harm emanating fromuttieeal but seductive spaces that paedophiles &ed ot
abusers of children infest — like a technologiGaleer — are being launched as yet another chaltenge
defenders of children. We will meet this challenge.



What does it all mean...

Broadband
A high-speed, high-capacity transmission channesifmultaneously passing multi-media informatiomglts as
pictures, videos and data between users.

Encryption
A process by which data is converted into a forthat may not be read or accessed by a human anputer
without the proper mechanisms to decode it.

Internet Relay Chat (IRC)

A form of instant communication over the Interrg@n{ilar to instant messaging using MSN or Yahoo
Messenger). It is mainly designed for group comroatidon in discussion forums called channels, baltsio
allows one-to-one communication.

MUD

Multi-User Dimensions is a computer program thiavas multiple players to connect simultaneouslytlgh an
Internet server to engage in a shared game oitgcBometimes known as Multi-User Dungeons bec#use
concept derives from the Dungeons and Dragons gasasge MUD programs allow for ‘social’ contact
(discussions etc) while others involve users ie4mhying. A user can adopt and take control dfraputerised
persona or character in a ‘fantasy’ realm.

Secure Shell
A program to log into a computer over a networketecute commands in a remote machine, and to fitese
from one machine to another. It provides strongpeutication and secure communications.

Steganography
The art and science of hiding messages within fdatan intended user. On a webpage, for example, a
steganographic message will appear to be somegisegsuch as an article, a picture, or a ‘covessage.

Telnet

A way to access a remote computer (with permissas)f you were logged on directly. This allows tiser to
call up any files or programs on the remote compuated to issue commands as though they wereggitiit.
Telnet can enhance the functioning of MUD systems.

Third-generation (3G) networks

The next generation of wireless networks incorpogathe use of mobile phone technology into a rukidia
setting. It will allow users to keep connectedte Internet at all times and places, sharing a vadge of
information in all formats and at immense speeds.



Europe leads way to address legal loopholes
by Karin Johansson, Programme Officer for Legal tdet, ECPAT Sweden

The European Union (EU) clearly states that chdchpgraphy is increasing and spreading througlusieeof
new technologies and the Internet. Now, it hasna@important step in seeking to criminalise saises of the
new technology, through the EU Council FrameworkiBien on Combating the Sexual Exploitation of
Children and Child Pornography, which entered fotce in December 2003.

Legislators and law enforcement often have beerstaebehind people who deal with child pornographyhe
Internet. The Internet is a jungle that seems irsids to legislate completely. Due to the rapidletion of new
technology, perpetrators quickly change their mashohen they recognise that law enforcement israjds on
them, and legislators and law enforcement all ¢verworld have not been able to put an end tortteasing
availability of child pornography on the Intern@étith the EU’s framework decision, however, law esfament
should be able to take more and harder actionsistgiose who use and those who make and distribilte
pornography, not only in the EU but also in othegions that follow Europe’s lead.

The framework decision describes what actions tBggrsexual exploitation of children and child pography
should be criminalised in each of the union’s 25mber states. Under the decision, all acts includiieg
production, distribution, dissemination or transsiog, supply or making available, acquisition osgession of
child pornography are to be criminalised, whetheomputer system is used for any of this or not.

The decision makes it possible to prosecute anydreecontributes to this criminal activity in any yyahus
taking a big step towards closing loopholes andigng that Internet-related child pornography use a
distribution can be acted against more successfudjlgit across Europe.

A critically important element has been to includé¢he framework decision a definition of child pography
that refers not just to images of abuse of redtiotm, but also to images of ‘artificially createdtildren
engaged in sexually explicit conduct. This meaas itthages that are produced with computer animatien
classified as child pornography, even where noakid is used to make the image. The definiti@oahcludes
‘morphed’ images, whereby pictures of real peopéedigitally altered, or several pictures are pgether to
look like one picture, for example, where an imag@ian adult is made to look like a child. This isignificant
step forward because it shows recognition thathaltl pornography, whether it involves the expltida and
abuse of a real child or not, is a violation of thgghts of all children and should be criminalised.

The EU member states have until 20 January 20@kiothe necessary legislative measures to comifitytiae
framework decision. The laws in some countries alegady be in accord with the framework decision, f
example in criminalising people who buy accesshitdgornography. But several European countridshaive
to change their national legislation to comply viY law.

Among these countries is Sweden, which as an limtéasure has increased the maximum penalty fasgro
child pornography crimes from four to six yearspinsonment. By ‘gross’, the Swedish penal code ra¢ha
production and wide distribution of child pornogngpfor which there is a heavier penalty than pssisa of
such material. While the Swedish Government betighies is the only legislative change it needs &kento
comply with the framework decision, ECPAT Swedeguas that at least one more change is necessasy. Th
change has to do with the acquisition of child pgnmaphy, whether or not the material is downloaded.

Purchasing child pornography on the Internet withdit cards is a common procedure. In late May 2004
Swedish police carried out a coordinated raid pilygest of its kind in Sweden, against 118 Swedish who
are all accused of buying access to child porndgram the Internet with their credit cards. Theigwhre now
examining the evidence and it will probably takentis before anyone is brought to trial. No chattmge been
laid yet.

To be prosecuted for criminal possession of chilthpgraphy in Sweden, the accused has to be ptoveale
downloaded images, be they still photos or filmgpa hard drive, CD-ROM, DVD or a similar device.
Accessing child pornography sites by buying entityh & credit card, for example, is not considerexdiminal
offence if the buyer has not saved the pictures big computer or printed them.

There have been several cases in Sweden whereegdem@ gone free because of this loophole in thiena
legislation. At least two of the men arrested i@ ktay raid are making use of this loophole in tligifence. It
remains to be seen how many others among the td&ed will resort to a similar defence.



The EU Council Framework Decision on Combating$kesual Exploitation of Children and Child Pornodrap
is a globally important first step to criminalidgetmyriad ways in which new technology such adrternet is
used for the purposes of sexually exploiting cleilgrwhether the abuser/exploiter harms a chilcctirén the
making of pornography or further harms a child bgessing such materials. Hopefully, it will havgraat input
into national legislation in and outside the EU.dAropefully, one day, legislation and law enforcameill not
be several steps behind criminals who sexuallyaphildren, but ahead of them.

Internet safety must be a priority
by John Carr, NCH Internet Adviser

Around 1995-96, the Internet started its long madoetards the mass market, away from the high-octaréd
of military research and big business and the riroging cloisters of the academy. Everyone corateetith
children’s education and welfare could see therhetes potential benefits. But it was not long befthe
downside became apparent. The amount of child gpapiy being produced and circulated increased
immediately. Chatrooms became a hunting groungd@dophiles. Pornography was everywhere. But when
child protection agencies tried to talk to peopléhie British Internet industry about these thingigh only one
or two honourable exceptions, we were almost irdyi met with hostility. This hostility derived fno notions
of free expression and an attitude that businessnoairesponsible for content and how individuasdithe
Internet.

The notion that wider society, or democraticallyatéd politicians, or their civil servants shoulizé a say in
anything to do with the Internet was anathema ds¢hwho felt it was their invention. But the inlitiash of
enthusiasm for the Internet meant that, in oneesaéhdid not matter how awful some of these stigrtnternet
companies were (in terms of how bad they were ambsses, their indifference to the wider sociahnaig, or
their insufficient attention to thinking about sowifetheir customers). New customers just kept aning. But
then three things began to happen.

The number of appalling cases involving online ezldted real-world sexual abuse and exploitatiochilfiren
continued to rise. The Internet bubble burst, nrergjot tighter, and every net business had to toadts
customer base in a different and more careful Whirdly, the number of Internet users was reachimgw
critical mass, exposing Internet companies to ng&g of customers who were not geeks but ‘ordipagple’
with different attitudes and priorities.

Running alongside this were two further key devalepts. Initially, few civil servants understood #rigg
about the Internet, and even fewer politicians.yTdid not want to interfere with it because of do®nomic
growth it seemed to promise, and they did not khow to anyway. Self-regulation became the manuijtb
was a doctrine of expediency, not of choice. Thmeswas true within law enforcement. In 1995-96, rapenal
police personnel who actually knew about modemddce counted on the fingers of one hand. These
conditions no longer apply, and many people wittomernment and law enforcement now have a sophistic
grasp of Internet-based applications for commuidoatand other new technology developments. Segpndl
there have been important improvements in techiyoléaster processors, cleverer artificial intelfige systems
and the spread of broadband are perhaps the mpsttamt.

The first sign of a major shift in business att#gadowards recognition of their social respongibgiwith regard
to protecting children (against both harmful matisrand people) was Microsoft's announcement lapte®nber
that it was withdrawing from the chatroom markebgéther, except in those countries (Canada, Japdithe
United States) where MSN was established as adgmg service and where the company therefore batks
data about who logged on. This decision has betmgraised and treated with cynicism. But for myngvart
there is one irreducible and undeniable fact: igvel there is evidence that Microsoft will go sowsgy to
ensure its brand is not associated with, or evéha@rsame space as, anything to do with child ahode
exploitation or any illegal sexual images. For eganMicrosoft is funding much research and agtithiat
seeks to address these and other related issues.

Next came two momentous decisions from Britain'ditgophone network operators, which are preparnmg f
the introduction of third-generation (3G) netwolik&ked to new and sophisticated handsets with hateaccess.
In January 2004, all six of them decided to intm®lan age-verification system for all handsets eotad to
their networks. Unless you can show that you arerldbove, from December 2004 your handset willb@ot
able to access a range of adult content and sergit¢he operators’ own networks. Chatrooms haee be



classified as an adult service, and one or motheobperators is likely to classify Internet accassn adult
service. As well, anyone who wants to publish amgemal through the networks’ channels will havelassify
it as being suitable either for universal accesaduit-only access. All six of the relevant 3G camigs have
also said they are pre-installing filtering anddiimg software on all their network servers.

Now, British Telecom (BT) announced in June thatduld block access to all known child pornogragtgs.
Under the new system, a 404 error message appbarsamyone types in, whether by accident or design,
address that has previously been identified byaBri Internet Watch Foundation as containing alushages
of children. It is as if the page does not exidteAdy, three other British-based Internet serpiceviders (ISPs)
say they will follow BT’s lead, and children’s onmgjaations plan to press all the others (about 4@®&)llow suit.
Inquiries to BT from overseas ISPs are also knawlet flooding in.

BT’'s move to block illegal websites is a logicahsolidation of a decision by all ISPs in Britain2@02 to

block access to all known newsgroups that contaild pornography. As a result, there were almostapmrts
last year of any illegal images on newsgroups &cBwsiain. The inability to log onto such newsgredmpm
British-based ISPs has made a huge dent in thiectrahd made it impossible for most people in &ritto find
such sites. Nonetheless, BT was brave to step fdramd acknowledge that, technically, the bloclahg
websites containing child pornography could indeedione, when other businesses were somewheredretwe
hostile and very lukewarm to the idea. It has Betstandard that others will now have to meet.

The way | see it, in Britain we have a happy coatfice of four streams. The first is an energeticedfettive
NGO sector that is campaigning for progressive gkan this area. The second is a more self-confiden
government and a law-enforcement community that seems more willing to intervene on behalf of thdewr
public interest. The third is a new kind of busmésader in the technology sector that is sensititbese
currents and wants to embrace and endorse thersgarah for a larger market share. Finally, teatgiohl
advances and cost reductions have underpinnefithlk @bove and transformed the aspirational inéoatctual.

The challenge for all of us in the ECPAT networkdagieneralise these achievements and adapt thear to
local conditions so we can make real inroads ingopgroblem on a worldwide basis. These technicélpaticy
fixes will never be enough on their own. They muetk alongside first-class education and awareness
programmes, but they are a very good start. Aetiteof the day, we need to assert that it is ngdon
appropriate, if it ever was, to think about theetnet as an adult medium, where special measusasraded to
make provision for children’s occasional or intettamt use. It is clear that children and young peape major
and constant users of the Internet. If anythingy thre disproportionately represented among Intersers. We
need to start thinking about the Internet asvféte a main street or town square, not a night. &Ndbsite home
pages should be thought of as public spaces, rhiteeshop windows. If we can gain acceptancelic idea, it
has profound implications for global Internet p@&and would mark the evolution of the Internetfrwild
frontier to civilization.

NCH is a children’s charity in Britain. John Cars also a member of the British Home Office’s Ingéérn
Taskforce on Child Protection.

Credit cards: Room for action against criminals
by Dr Sarah Philipson, Telecom Consultant for ECFAleden and formerly the Vice-President at
TelialnfoMedia

Much of the child pornography distributed onlingdtves no monetary exchange. Nevertheless, a mught —
often by using credit cards, which means it is méedily possible to trace the transaction betwéenseller and
the buyer. But so far, credit card companies haanlunwilling to assist in such tracing, partly du¢he web
of intermediaries between them and the vendorsifigauch transactions would not solve the protdéchild
pornography, but it would play an important part@untering its wider distribution, especially la¢ tevel of a
buyer’s first payment for such material.

When a peddler of child pornography recruits a nagtomer, they usually have to use an established
commercially available payment system. The simpests are credit cards or billing services (invaici
services provided by telecom operators or utildynpanies). Credit cards give the vendor the money
immediately and make it easy for the customer toplete the transaction. Credit cards also giveséralor the
advantage of a global payment system, while bilfagvices usually have to be based on local ndtsmraice
providers.



But once a customer becomes recurrent, the methpalyment may be moved off the Internet. Arranget:en
may be made for buyers to make direct paymentgdoial bank accounts, which are constantly chatged
avoid detection. When the buyer-seller relationghifers into this phase, it is very difficult ftwetpolice to get
to them, unless the crime ring is busted for otbasons and police get access to the vendor'adiiécords.

In light of this, the police may be best off to centrate on finding crime rings as they recruit reestomers.
However, credit card companies and banks will neqatovide much more support than they have dorfarso

Hotlines a major force to combat child pornography
by Theo Noten, ECPAT Netherlands

Hotlines are an important example of collaboratiggon against online child pornography as membétke
public, Internet service providers (ISPs), hotkteff, local and international police work togethgainst those
who access and distribute child pornography ovelrternet. One such hotline is Netherlands-basektiptint,
which collects reports of online child pornogragnd refers information to the police. A rising partage of
complaints it receives result in charges being l&igt these reports also indicate that digital caseweb-cams
and scanners are facilitating easier distributibohild pornography while more aggressive tactieskzeing
used to direct people to access such material.

In 2003, Meldpunt, which works closely with ECPAEtRerlands, received 5999 complaints, leading 3139
reports registered with national police forcesth@ Netherlands alone, Meldpunt reported to thepd08
incidents of child pornography distribution. AlImd€i0 cases went to court. The high number of regestding
to criminal charges in the Netherlands is a consecel of the close link between the hotline opesaaod the
Dutch police, who trust the expertise of Meldpunassess whether the child pornography reportétetbotline
is liable to prosecution. In cases requiring acibroad, and depending on the country in whichmbeerial
originates, Meldpunt sends its reports to othelirexd associated with INHOPE (International Netwofk
Hotlines Combating lllegal Material Online). INHOREa partnership between many European hotlinds an
others from around the world and coordinates hetlesponses to illegal use and content on the net.

The number of complaints to Meldpunt last year veagyhly the same as in 2002, but reports of child
pornography rose by 67 per cent. This increasemaisly due to reports on spam (unsolicited emaiinring
people to websites containing child pornographyictvin turn lead to websites offering even moreutising
material. These sites commonly have URLSs origimgaiimplaces with inadequate child pornography laugh
as the Commonwealth of Independent States (ClSs RD03 report, Meldpunt noted the deluge of spam
suggested a growing commercialisation of child pgraphy, and more research was needed on this.

Another disturbing trend is that many reports, e&ly those concerning MSN groups and associatedunts,
suggest that the images being circulated are egtyewnlent and depict more and more very youndgdean.
No money changes hands in these groups and menbersisually gained by sharing one’s own imageghé
case of reports concerning MSN groups, whose anoogrhotmail accounts all originate in the US, polic
outside the US must refer to American authoritieseports linked to MSN services, a process thaws
counteractions.

Until law enforcement everywhere proves up to #sk} hotlines remain critical to acting againsirmnkchild
pornography. But they are a tool and not a solutignitil all governments implement adequate laws jandide
good support for their enforcement, URLs in laxminigs will still be used to disseminate child pagraphy.
We must continue to lobby for adequate legislatiod law enforcement worldwide, and pressure the
communications industry to act against commer@aual exploitation of children. In the meantimepgort
must be provided to existing hotlines and for sgttip new hotlines in countries where none exist.

For more information, see www.meldpunt.org and wiwiope.org



Planning ahead for the mobile generation
by Stuart Hyde, Assistant Chief Constable, Combaiihild Abuse on the Internet, West Midlands Police

Third-generation (3G) phones will put the world widieb in your pocket, making it even more accessibd
deliverable. In Britain, the main licence holdess doing this have funded their new businessebkédditne of 20
billion-plus pounds. That's about US$35 billion.

With 3G due to arrive in the mass domestic mankdiritain soon, the impact of its introduction irtapan
some three years ago is worth investigation. Hatttis year, | visited Japan with colleagues totbedikely
consequences of this new technology and to adses®tial implications. Our delegation met memioérs
various political parties to debate issues thacf€hild welfare, including the impact of new teologies.

In December 2002, Vodafone KK launched its 3G nétvio Japan, where it is the country’s seventhdatg
taxpayer. It bills customers on the volume of infation that is uploaded or downloaded by the usdrsays
that about half of the content downloaded has tathémes. The company has raised concerns abddtartis
safety vis a vis fast and easy access to the kiteia handsets, particularly with regard to dasitgs, which
have been linked to a rise in sexual and otheewtatrimes. While much of the social change arabedise of
dating sites in Japan occurred before the new t#oby became commercially available, the ubiquitihe
Internet and increased capacity for the storagkat# or images may be one factor linking the siiéls crimes
against children.

Mobile phone and online dating is a particular d&sa phenomenon that has grown from an older peacti
known as enjo kosai. Meaning ‘compensated dati&mgp kosai can be a euphemism for what is, in gffec
prostitution. This could include situations whereaalult seeks a ‘date’ and sex with a child, inmefor cash or
gifts. In Japan, this practice used to centre ngainltelephone clubs. But the growth in 3G techgi@s means
it has increased substantially through mobile phara websites.

The crimes connected to these clubs range fromenamd rape to extortion and prostitution of claldrThese
types of crimes are known collectively as teri-kwmatelephone crime.

Japan’s National Police Agency has responsibibitycfyber crime committed within Japan and also gkayole
in promoting security and safe Internet usage. Adiog to the agency, reports of prostitution ofldtén arising
through the use of dating services via either neoplilones or personal computers increased by 9&epér
between 2000 and 2003. In the same period, theseawggeat increase in child pornography. At pres2hd00
legal dating sites exist in Japan.

In view of its concerns, Vodafone KK has developatew range of mobile phones with standard security
features that allow parents, guardians or caressttdimit modes’ on their own or a child’s phoriéis
effectively restricts access to certain sites ocfions, unless the password is known. This hatoyle¢
evaluated to judge its effectiveness, but it astledlows for some form of ‘client-side’ securityontrols
discussed by Vodafone KK centre upon age verificairior to access, and parental controls thabeasnabled
on the user’s device.

The full development of an age-verification systsriikely to be a key tactic to protect childrenevhthey use
handsets. More investigation on this issue is neéelBlat in Britain, Vodafone has at least taken sitpge step in
requiring that customers prove they are aged o8emtl provide credit card details before blocksvehsites
with adult content will be removed. Following owffin British Telecom’s action to block online child
pornography, Vodafone is the first mobile compamyake similarly oriented action to protect childre

The evolving situation in Japan raises many isfmresonsideration with regard to protecting chikre
everywhere against the potential risks posed byegBnology. Some of these issues include the fatigw

* In Britain and elsewhere, for example, 3G wilti@ase connectivity and continue to blur the liaeneen a
simple telephone and Internet access.

* 3G technology allows an ‘always on’ functionalignd this has the potential to be exploited bynirals who
want to remain mobile while uploading or downloaglilkegal content.

* It is essential that we strive to develop pratecsoftware and protocols before 3G is even intoed in other
parts of the world.



» We also need to encourage the development of ayoially available software that can be used toaextand
reproduce information in an evidential format.

 The British and other publics need to learn alamat understand what Internet safety programmebkeing
developed and introduced into schools, and compiéthé with action to ensure their children’s matton at
home.

We want the world wide web in the pocket to be slfeview of the way young people will use this new
technology, it probably needs to be made even afeethan the web accessed from a desk. Only blimgpr
together with industry and government will we aski¢hat.



El Newsletter 1/April/2002
Child Pornography and Online Solicitation

Child pornography was identified by young peopléhatSecond World Congress as a key issue congernin
them. The ECPAT network has also identified it asieea of concern and much effort has been invésted
developing solutions. As the theme paper preparethé Congress pointed out, “child pornographgtiesnce
both a form of child abuse and also a represemtatidt” and “amplifies and broadcasts the origiaat of
abuse”.

Max Taylor of the COPINE project notes that chiltqography is “primarily domestic in character, lwit
perpetrators having legitimate access to the chiltiis may explain why research by the American Bar
Association’s Center on Children and the Law intlidathat children used in pornography are geneyallynger
than those exploited in other ways.

New technologies have made image manipulation eeheeasy, thus producing ‘virtual children’ andenre
of child pornography called pseudo-pornographythinUS, a child pornography Act which banned tbisrf of
pornography was regrettably struck down as uncitistnal in a recent legal challenge by the FreeeSh
Coalition.

The arrival of the Internet, and its popularityshatroduced a new problem: online solicitatiorsek. In a TV
spot aimed to raise awareness it is noted thantkenet has become the “hunting ground” for pa&dep. A
survey carried out by the Crimes Against Childreséarch Center in 2000 revealed that one in fivghym the
United States have been solicited for sex online.

Responses to child pornography on the Internetatied. They include, but are not limited to, léafise
measures, reporting hotlines, rating and/or fiftgrsoftware, and the involvement of Internet SerRcoviders.
Some individuals and voluntary associations haserted to hacking into sites and closing down gsfgages
that carry child pornography. EHAP in the US anch@mned in Australia are two such organisatiorat, dhe
motivated largely by a moral stance against chilchpgraphy and a frustration with law enforcemenise®
related delays. Typically, responses to onlinecgalion of children focus on raising awareness @grgoung
people, teachers and guardians, and providing go&lto youth on “surfing” safely on the Net.

Victim Identification
by Max Taylor

Child Pornography and the Internet — where showdogus our attention? This may seem a pointlesstin,
because we all know the answer — the child victifinsourse. But without a complaint from a child, meed to
identify the offender who can then lead us to thiédc A unique feature of child pornography on thternet,
however, is that there may be evidence availabia fa photograph or from Internet data to aid that
identification.

There have been dramatic successes where childuendeen identified in this way. But there are psmts
that need to be made to place this into contexé, @aspite enormous resources devoted to Intehniidt ¢
pornography by law enforcement agencies, few olildire identified. It is impossible to get accudd&, but
an estimate, based on material available to thel8BProject, would indicate 40 to 50 children id&at over
the last 4 to 5 years, primarily in Europe andh®. Over that same time period, several hundredatédren
have appeared in child pornographic material —lléis a cause for concern that so few childase
identified. Second, in terms of the incidence dfcchexual abuse in general, the numbers appeariokild
pornographic material on the Internet are low. Me-oan estimate the number of children sexuallgathover
the past 4 or 5 years, but it clearly includes midnoyisands of children. What we see on the Intésnaerely
the tip of an enormous iceberg.

This presents an enormous challenge to the au#srihternet child pornography is visible evidentsexual
abuse, and it both attracts a lot of public andtipal attention, and also offers opportunities d@tection of
offenders that non-Internet sexual abuse doedmtiis lies the challenges for law enforcement elnidtl
protection agencies and Governments. As relatifelychildren are ever identified, should we placaren
resources into the identification of children? Aféd, a child pornographic picture is a pictureacfexual assault
in progress. Or, should attention be directed tdwaisrupting collecting and trading activitiesahxing child
pornography? Where should the balance lie?



Many people are arrested for possession of chitdggyaphy, but highly publicized cases can givelsefsense
of what is being achieved in terms of child pratatt Reasons for this are a tendency to equatepsiss of
child pornography with the commission of contaden€es, and a failure to distinguish between diffiékinds
of offences involving child pornography. Most ofters who download child pornography do not have any
relationship with the child portrayed. Operationattdisrupt and hopefully diminish the amount afiing in
child pornography do not substitute for the idecdifion of the children involved.

However, the identification of child victims is fidult, and it is much easier for the Police tode®n offenders
involved in collecting rather than producing childrnography. Evidence suggests that there areaeliff&inds
of offenders involved with child pornography, soafevhom are involved in contact offences (throulg t
production of material) but others who are not, eoliect rather than produce material. High profitdice
actions directed at the collectors may aspire doice the availability of child pornography, althbugjven the
nature of the Internet that is unlikely. They cisoaerve as deterrents for other collectors; ey generally
contribute little to the identification and protieet of the children who have been photographed.

A commonsense approach suggests that policy itiaelto child pornography should have two agendtwe—
primary agenda must relate to the protection childwhere possible who are being sexually exploRedice
organizations are central to this, as the investigarm of multidisciplinary teams, who are trairia the
forensic and computer skills necessary to effeljtiparsue investigation. The secondary agenda sheldte to
the disruption of child pornography trading netwsyriknaking collecting and possession of child poraply,
and/or facilitating its access the subject of dffecdeterrents, through the judicial process. Reduthe
demand for child pornography through making possasan increasingly risky and dangerous activitg is
worthwhile contribution to child protection. Howeyg¢he principal agents in this latter activity mhbsg Internet
Service Providers. Police action and effective gorent regulatory activity will enable this to occu

However, it must be stressed that there is littimfpin developing strategies for the identificatiof victims, if
the necessary support structures are not availabkjfficiently developed. An alarming trend inanehild
pornography is a growing number of pictures thateap to come from disadvantaged communities ireeith
Eastern Europe or South America. Both policing social welfare infrastructures in these locatioresaiten
very poor, and it is likely that no matter what gesses of identification are brought to bear, tifertunate
victim in these circumstances is unlikely to reeefiruch by way of support and therapy.

Where a focus on victims can be developed, itimilblve close interagency liaison (i.e. between the
investigating police officers and the social wedfar therapeutic teams dealing with the child) sTihiplies a
much great degree of commonality of approach astthaing of information than is often currently tase.

Above all however the needs of the child involvedstremain paramount, and social welfare or law
enforcement agencies should have as their primaggctive the empowerment of victims, however
administratively or politically inconvenient thaight be.

Max. Taylor, is Professor and Head of Departmempplied Psychology, at University College Corlelénd.
He is also Director of the COPINE Project, whictdsveloping a victim identification project with &Rta
Barnen and Childnetitp://copine.ucc.ip

Pseudo Pornography and Freedom of Speech
by John Carr

In the US and in several other jurisdictions, histlly the justification for banning child pornaphy was that
its production necessarily involved an actual chidghg criminally abused.

However, modern computers and software can adificcreate entire pictures which present a child
pornographic image that is indistinguishable frodegiction of a real event. Alternatively, compstean take a
picture of a wholly innocent event and changetih something completely different and obscene astspof an
innocent image can be grafted on to an existingdadt image to create a new image. The new piatase
contain edited parts of a real child’s body, orretiee full representation of a whole child, buheitway the
event depicted never actually happened. This ig ishdow known as pseudo-pornography and in most
countries no distinction is made between it andalathild pornography.



In 1996 the US tried to join this happy band ofava when it passed the Child Pornography Previemiz.
However Congress did not reckon with the so-caiiexk Speech Coalition, an “adult trade associatiohd
challenged the legality of the Act. The case hasljeen heard by the US Supreme Court. On a 6-Gritya;
and, sadly, the Free Speech Coalition seem to Wwane However, the Justices expressly did not rulettoe
possibility that a more narrowly drawn law mightseed in the future.

One of the more disingenuous points the Coalitidwaaced was that they were worried that if Congoessd
make laws in this area it would inevitably lead Aioan society down the “slippery slope of supprassi'You
always know you have won the argument when ther gide trots out the slippery slope. It is anotivay of
saying “OK you are right about this, and we knowbiit if you obtain the change you are seekinglit w
inevitably lead to other things, which will probgitalso be right, but which we do not want becabhsg ill
cost us money or harm our business interests.tHaravords it is egregiously immoral.

A full report of the case is still not availablettmbservers were hoping that the Justices woulel tiad
opportunity to clarify several grey areas of the.l&or one thing, where any part of the body o&sipular
child has been used to create an image in suclyasvio allow anyone to identify the child in quest the
image cannot truly be called “pseudo”. For thatcchiwill be very real and, amongst many othents, almost
certainly a violation of their right to privacy. Arwhat if the image of the child is wholly artifdibut one or
more real adults involved?

Civilized society has declared, or ought to, that emage which purports or seeks to show childreindp
sexually abused is undesirable and unacceptalpligriaiple. This is not just because of the hardoiés to any
children who may be its actual or immediate victiiBg its very nature child pornography also hasewid
consequences and a broader impact that cannoteolmoked. Viewing child pornography can desenstiidelts
and lead them towards further harmful or abusiveal®ur, and therefore puts other children at fiska study
carried out by the US Postal Inspection Serviegai established that over 35% of those arrestédlipifor
mere possession of child pornography were alscecgmbraneously engaged in sexually abusing children.

As Sir William Utting (People Like Us, HMSO, 199éhd others have noted, child pornography can Hayhig
instrumental in nature, desensitising or sexudisinildren in inappropriate ways. Child pornograjghysed by
sexual predators quite deliberately to lure chitdreéo abusive relationships. They try to provetwitctures that
sex between an adult and a child is normal andlfuthat context, therefore, whether or not thege real or
artificial is of absolutely no significance. Ifldoks like child pornography it should be treatsdfat were child
pornography.

Seeking to make, essentially theological differasnoetween different types of equally realistic iesgds
irrelevant in the real world. Does anyone imagargyway, that the producers of pseudo-pornograply wi
faithfully emblazon all their work with a health meéng saying “All the characters in this image eoenpletely
artificial. Any resemblance between them and reaspns is completely unintended.” No! The very poin
doing it is to represent real events. And imagheabsurdity of arrested child pornographers aggthat every
image is artificial and then it is for the prosegntto show that the images are in fact real. W@l prosecution
have to produce the actual children in court artdtgem to testify as to the genuineness of the tswéepicted
and their part in them? Are children to be foraeddlive the trauma of the original abuse?

The great bulk of child pornography today is fowmdthe Internet. Huge numbers of children are W@&guent
visitors to cyberspace. Thus, perhaps for the tiinst ever, children themselves are at risk of feixposed to
child pornography on a substantial scale. Whatesiree Speech Coalition proposing to say to thEna®,
actually, they believe images of children having aee OK, providing only that it can be establiskiegl persons
depicted are not real? And just how are they priogd® ensure that the children know the persoasat real?
Truly this is a case where we should judge the Hmokooking only at its cover?

Societies frequently have to balance the righgsrivfate individuals against wider societal inteseshd we
should all instinctively be wary of allowing theagt greater powers in relation to what individuaksy or may
not do. So what this case comes down to is a quesfipriorities. Is it more important for the &ab protect
the right of someone to view certain forms of clpstnography than it is to protect children frora tharm that
those images could cause? To ECPAT members andrteppthe answer is obvious. Seemingly it wasnthe
US Supreme Court Justices.



John Carr is Associate Director of the Children &chnology Unit at NCH, one of the UK'’s leading dhéin’'s
charities (www.nch.org.uk). He is also a membahefUK Government’'s Task Force on Child Safetyhen t
Internet and is Internet Adviser to the UK’s Chédis Charities Coalition on Internet Safety.

Hotlines and staff welfare
By Theo Noten and Linda Venselaar

Since the Dutch hotline Meldpunt was establishetd®6 the amount of reports received by the hotimes
steadily increased. In 2001, the hotline receivatbat 5000 emails containing one or more reportaiab
possible illegal content. Staff check and clasgiise reports by assessing whether the materids riee
criteria of article 240b Sr of the Dutch Penal code

Thus, the staff of the hotline are exposed to hesliof images and videos, including very seriouisl ch
pornography where there is clear evidence of pay$icce. Each day, they witness many cases ofdehuse
of a child, and although this abuse might stop ptteef of it will stay forever and is distributetl aver the
world.

Quote of hotline staff member: “For four years noam doing this job and there have been lots of eramthat
| sat crying before my computer screen. Althougtoiinforted me to think that | contribute to the d@nof the
distribution of child pornography, it still is aay thought that some of these images might stily me the rest
of my life. What will happen to these thoughts wheyuit my job. What will happen with these child¥

There are all kinds of reasons that hotline work gat to you and in the end the only thing onedmis to stop.
To prevent this and to take up their responsibtlityake care of the welfare of their staff, Meldpaxplored the
possibilities for psychotherapeutic counsellingtefthaving consulted the police on how they hattukg
Meldpunt decided to work with a psychotherapisgcsalised in treating victims of sexual abuse amdial
exploitation and specialised in counselling progsamprevent post traumatic stress syndrome. Nbhodine
staff whao are exposed to child pornography imédge® regular structured sessions with the psychayie.

Staff welfare is becoming a highly important areadll Hotlines. The danger of post traumatic stremused by
exposure to particular images has been clearlygrézed and has been raised as an issue of cortceari@us
INHOPE (Association of European Hotlines) meetingse psychotherapist working for Meldpunt has also
joined one of the INHOPE meetings to give a worlgshbout the prevention of secondary traumatizing.

The need for early recognition of problems in merslu the staff and the availability of incidentodiefing in
the event of exceptional trauma has to be weltttred and thought through. Counseling is a necgssal in
taking care of hotline staff members’ welfare andtcbutes to the hotline’s continuity.

Theo Noten is campaign manager for ECPAT-NethedaHe is participating in the project team for the
implementation of the Dutch National Action Plare id member of the board of the Dutch hotline Meidp
Kinderporno. Linda Venselaar is staff member ofdgeht Kinderporno and is participating as their
representative in INHOPE meetings.



