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The Hotline against child abuse images on the Internet is supported financially by the Dutch Ministry of Justice and the European Commission.  

Amsterdam, April 2008
Every child abuse images image is based on the abuse of a child. Even after the physical abuse is stopped, the abuse does not stop for the victims because the proof of it will forever be on the Internet. 
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Hotline for the 
Prevention of Child abuse images on the Internet 2007 
Activities 
The goal of the Hotline for the Prevention Child abuse images on the Internet (hereafter: Meldpunt), is to contribute towards reducing the supply of images of the sexual abuse of children on the Internet. Furthermore, Meldpunt plays an important role in the prevention of the sexual abuse of children on the Internet and the provides education to children, teenagers and parents on responsible Internet use. In 2007, Meldpunt launched the website www.helpwanted.nl, which is specially aimed at teenagers, who can report online sexual abuse there. In the past year, Meldpunt again conducted regular discussions with Members of Parliament and the staff of the Ministry of Justice, to put and keep the problem of the sexual abuse of children (on the Internet) on the political agenda. 
Complaints
Meldpunt received a total of 7,427 complaints in 2007. In 2,336 complaints there were prosecutable images according to article 240b of the Dutch Penal Code. The largest proportion of these complaints concerned images that were hosted on foreign sites, such as in the United States and Russia. Meldpunt submitted 750 reports of the distribution of child abuse images from the Netherlands to the Child abuse images and Paedosexual Crimes Team of the National Police Services Agency (KLPD). Compared to 2006, the number of complaints increased drastically. This primarily involves complaints regarding images that were distributed by a Dutch server, but in many cases the responsible person is not Dutch. 
Filtering 
In 2007, the blocking and filtering of websites with images of the sexual abuse of children made the news frequently. A number of Internet service providers said they didn't see the point of blocking child abuse images on the basis of a list of prosecutable websites compiled and maintained by the KLPD. Meldpunt however, considers it very important that providers filter out such websites and therefore start using this list. In 2007, Meldpunt made an urgent appeal to the providers by means of a press release (see Appendix 2) to start doing this. 
Legislation 
On October 25 2007, the Minister of Justice, Dr E.M.H. Hirsch Ballin, signed the Treaty of the Council of Europe for the protection of children from sexual exploitation and sexual abuse. The Treaty is viewed as an important step in the battle against the sexual abuse of minors and provides that both looking at child abuse images and grooming children on the Internet are offences. 
Legislation 
Article 240b, section 1 of the Dutch Penal Code
The statutory provision on child abuse images is defined in the Penal Code (Sr.), book 2, title 14 (serious offences against public decency), article 240b, paragraphs 1 and 2. 
This Article reads as follows: 
1. A term of imprisonment of not more than four years or a fine of the fifth category shall be imposed on persons who disseminate, publicly display, manufacture, import, transit, export or possess an image or a data carrier containing an image, of a sexual act in which a person who has clearly not reached the age of eighteen (18) is involved or apparently involved. 
2. A term of imprisonment of not more than six years or a fine of the fifth category shall be imposed upon persons who, by profession or custom, commit any of the serious offences defined in section 1. 
The article has been drawn up in order to prevent that: 
1. a minor is put in a situation in which he/she is used for the creation of images in which a sexual activity is involved according to article 240b of the Penal Code, in which he/she is involved alone and/or with others; 
2. images to which article 240b of the Penal Code applies, are (furthermore) distributed after production, publicly displayed or kept as property; 
3. minors are encouraged or seduced into taking part in sexual behaviour and conduct that may become part of a subculture that promotes the sexual abuse of children. 
Virtual child abuse images 
According to the new guidelines (since the beginning of 2007) with the guidelines from the Board of Procurators General with respect to the detection and prosecution of child abuse images, computer animations of sexual acts with children may be regarded as prosecutable material. 
Making virtual child abuse images an offence is partly a consequence of the Convention on Cyber Crime of the Council of Europe and of a framework decree of the Council of the European Union to combat the sexual exploitation of children and child abuse images. 
From ‘Current Policy Rules for Public Decency Offences’ by the Public Prosecution Service: 
Virtual child abuse images
Article 240b of the Penal Code makes images that are produced with the aid of (digital) manipulation prosecutable. No real children need to be involved. From legislative history it can be deduced that making virtual child abuse images is limited to lifelike, indistinguishable from real, images. This limitation also affects the starting points likewise formulated in the legislative history of the protection of children in general against images that suggest sexual abuse, conduct that can be used to encourage or seduce children to take part in sexual conduct and behaviour that could form part of a subculture that promotes the sexual abuse of children. It is also conceivable that the thus defined interests of children is nevertheless great in cases where the virtual images are less realistic. Images that are not evidently lifelike can, for example, also suggest the sexual abuse of children or form part of a subculture that promotes the sexual abuse of children. The grounds for making virtual child abuse images prosecutable are primarily situated in a broad interpretation of the earlier defined protection objectives. There is likewise little jurisprudence on virtual child abuse images and on the relationship between the said broad interpretation and the stated limitation (the appearance of reality). 
Non-prosecutable material
Non-prosecutable according to Dutch law (art. 240b) are: 
1. Fictional texts about the sexual abuse of children; 
2. Drawings of the sexual abuse children; 
3. Nudism and so-called ‘modelling sites’ with children. 
1. Texts 
Websites on which paedophiles and paedosexuals share ideas or describe sexual acts between adults and children are non-prosecutable according to Dutch law. This also applies to stories about sex in which fictitious children play a role. In case of doubt, Meldpunt consults with the KLPD on criminal liability. 
2. Drawings of the sexual abuse of children;
Meldpunt regularly receives complaints about websites on which there are drawings that depict sex with children. Meldpunt argues in favour of making such animations prosecutable. Meldpunt considers it necessary to establish that the sexual abuse of children depicted in drawings and animations is also unacceptable, impairs children's rights and cannot be accepted in any medium whatsoever.
 
3. Modelling sites 
Meldpunt regularly receives complaints about ‘modelling sites’ on which young children pose in a provocative manner in swimwear and lingerie. The target group (customers) of these websites differs from that of professional modelling agencies. Children on these websites are reduced to sex objects and although such images send the wrong signal, they are not prosecutable in the Netherlands. Meldpunt sends these websites to the KLPD for information purposes. 
Increased penalties 
In 2008, the penalty for article 240b section 2 of the Penal Code will be increased from six to eight years. Due to this increase, the police will have the possibility, for the benefit of investigation, also without permission from the person having title, to enter a location to record confidential communications by technical means, such as by placing a bug (article 126I section 2, Code of Criminal Procedure). 
Images of sexual abuse 
Meldpunt advocates speaking of ‘images of sexual child abuse’ instead of ‘child abuse images’. In our opinion this more properly reflects the seriousness of the crime. Pornography always implies that it is a matter of voluntary participation, but as far as child abuse is concerned, there is no question of this. Internationally, there is also increasingly talk of ‘child abuse images’ instead of ‘child abuse images’. The name ‘Hotline for the Prevention of child abuse images’ will be retained for the time being however, because ‘child abuse images’ is a legal term. 
Images of the sexual abuse of children are visual recordings of the sexual abuse of a child and are evidence of the crime committed. The children that appear in these images are exposed to humiliating, degrading and very frightening acts of a criminal nature. In some images they are beaten, exposed to sexual torture or subjected to bestiality. There are no images of the sexual abuse of children that are produced without the child having suffered or being exploited. The images are primarily distributed via the Internet and other technologies. 
Due to the distribution of these images or video files, the victims are repeatedly reduced to sex objects. Due to this, the child experiences not only physical, but also (long) thereafter severe mental damage. A photograph or film in fact circulates forever on the Internet and/or ends up in the collection of an abuser. To limit the damage to victims, it is very important to prevent the dissemination of images of sexual abuse as much as possible. 
Victims 
Identification of the victims 
	In September 1998, the first large international child abuse images case, the Wonderland case, led to the arrest of more than 100 individuals in Europe, the US and Australia. This concerned members of the Wonderland network, which was active on the Internet and set up for people with an interest in sex with children and child abuse images. To become a member of this network, people were obliged to provide thousands of new images of the sexual abuse of children online. The 1263 victims, who were children aged between three months and ten years old, were both boys and girls. Ultimately, 16 of the children were identified. Sources:Tech Web ​CMP via COMTEX, Jan 11, 2001 



The above much-discussed “Wonderland” case took place about 10 years ago. This case shows how even then new technologies were exploited to abuse a large number of children for the production of images of child sexual abuse. Due to our limited knowledge about the production of these images and the lack of cooperation among organisations that are committed to the protection of children, only a few of them were ultimately identified. The investigation primarily focused on the arrest of the perpetrators, and the lack of attention paid to the victims was heavily criticized. The film material that served as primary evidence was not effectively utilized to identify the victims of the abuse. 
Ten years later, there is still an unfortunate lack of knowledge about the identities of children that are sexually abused for the production of these images. In Interpol's database, there are about 500,000 images of approximately 20,000 children who have been sexually abused and recorded on images. We suspect however, that the number of images and consequently also the victims, is in reality many times greater. Up to present, only 500 of the 20,000 victims have been identified. Some of the reasons for this low number are: 
− many children who are sexually abused keep it to themselves; 
− there is insufficient collaboration among the agencies involved; 
− the knowledge about images of the sexual abuse of children on the part of welfare   services and the judicial system is insufficient.
Meldpunt advocated focusing on the rights and interests of the children and making more resources available for the identification of the victims, so that victims can be traced and treated. 
The identification of the perpetrators is also complicated and labour intensive. In October 2007, Interpol, the international policing organisation, made a worldwide appeal for help to trace a man who, among other things, had distributed child abuse images on the Internet. It was the first time that Interpol had undertaken such global action. The man appeared in approximately two hundred images in which he abused twelve young boys between the ages of six and ten. A few weeks after the appeal he was arrested in Thailand. 
‘Self-victimisation’ 
Meldpunt has noticed a tendency in which children increasingly make themselves into victims. Children make sexually-tinted photos or videos of themselves (via the webcam) and send them via a mobile telephone or the Internet, or place them on their own profile site. If they are put on the Internet, they become available and accessible to everyone, forever. Children can be plagued about such images or even blackmailed into sexual abuse. 
‘Grooming’
Grooming is the process by which an adult or young adult person, the ‘groomer’, approaches a minor and tries to win over the child on false pretexts. The ultimate goal is to sexually abuse the minors. Grooming also occurs outside the Internet, thus in the ‘real world’ but particularly on the Internet, the possibilities for this type of abuse are immense. The Internet makes it easy to make contact with children in a relatively safe manner via, for example, chatrooms. 
Internet users as victims 
Those who come into contact with images of the sexual abuse of children on the Internet can also be considered as victims. Via spam, for example (undesired e​mail), an Internet user can encounter images of the sexual abuse of children. These are often images in which very young children are seriously sexually abused. Internet users who complain to Meldpunt frequently indicate how shocked they are by being confronted with such images. In 2007 there were again may complaints in response to spam messages in which publicity is made for websites that sell images or video material of the sexual abuse of children. 
Organisation 

The ‘Hotline for the Prevention of Child abuse images on the Internet’ was founded in 1995. There were calls to end child abuse images on the Internet from the Internet industry and society at large. The police were then incapable of fulfilling this role. A number of representatives of the Internet Service Providers (ISPs) and individual Internet users subsequently took the initiative to set up the Hotline. The Minister of Justice at the time, Mrs. W. Sorgdrager, officially sanctioned the initially informal alliance in June 1996. As of 1998, Meldpunt has had an office from which it carries out its activities. 
Objectives 
· Prevention of the distribution of images of the sexual abuse of children. The goal of Meldpunt is the prevention of the distribution of images of the sexual abuse of children via the Internet. Meldpunt thereby limits itself to complaints concerning images of the sexual abuse of children on the Internet's public areas. Complaints concerning other criminal offences on the Internet are not part of its remit. Where possible, Meldpunt refers these complainants to the proper authorities. Meldpunt does not actively seek out child abuse images but acts exclusively on the basis complaints from Internet users and other (foreign) Hotlines. Active detection is a matter for the police. 

·  Prevention of the sexual abuse of children. Furthermore, Meldpunt fulfils an important role in the prevention of sexual abuse of children and Meldpunt also educates children, teenagers and parents about the safe use of the Internet. In 2007, Meldpunt launched the website www.helpwanted.nl, which is specifically aimed at teenagers. Teenagers can report online sexual abuse here. 
Management and staff
The management board consists in four people. Every board member has his or her own expertise and knowledge of a specific operational area of Meldpunt. 
Chairman: Mr. C. Vroom 
Treasurer: Mr. T. Noten 
Secretary: Mr. H. Heubers 
Board member: Mrs. C. Karman 
Director: Mrs. L. Groeneveld 
Four employees implement the activities of Meldpunt. 
Advisory council 
To ensure that the Internet is safer for everyone, especially for children, our efforts must be combined as much as possible in all areas. To this end, an advisory council was set up in 2007, which functions as a strategic partner for EU Kids Online, the Hotline for the Prevention of Child abuse images and the Awareness Node Digibewust (www.digibewust.nl). External specialists, who are working on a safe Internet from various perspectives, have seats on the council, which meets approximately three times a year. The advisory council will advise the above three parties. The National Awareness Node (part of the European Safer Internet Programme) also constitutes part of the Digibewust (Digital Awareness) campaign. The objective of the Awareness Node is the promotion of safe internet use and new, online technologies, particularly for children, and the prevention of illegal and undesirable content. 
Subsidy 

Meldpunt receives subsidies to support its activities from the Ministry of Justice and the European Commission via the Safer Internet Action Programme. This programme is intended to stimulate safe use of the Internet and new online technologies. Moreover, their goal is also to reduce the illegal content on the Internet. 
Activities 
The activities of Meldpunt comprise: 
1) Receiving and processing complaints 
2) Educating Internet users 
3) Informing the media 
4) Collaboration with Dutch organisations in the field
5) Lobbying activities, primarily aimed at the political establishment 
6) International collaboration with other INHOPE Hotlines, police networks and 
EU connections 
1. Receiving and processing complaints 
The primary task of Meldpunt is the processing of complaints. The majority of these complaints come directly from Internet users. The other complaints come from associated INHOPE Hotlines. 
Complaints procedure
1. An Internet user reports an online complaint using the reporting form on Meldpunt's website: www.meldpunt-kinderporno.nl or that of HelpWanted: www.helpwanted.nl 
2. The Hotline receives the complaint. 
3. The Hotline staff categories and process the complaint. They checks that the material is covered by article 240b section 1 of the Dutch Penal Code. If there is any doubt about whether the images constitute a criminal offence, they consult with the Child abuse images and Paedosexual Crimes Team of the KLPD. 
4. If the reported material is prosecutable, the staff trace the origin of the material to where it is being distributed from. 
5. If the material is being distributed from the Netherlands or from a country where there is no associated Hotline, then the information is sent to the Child abuse images and Paedosexual Crimes Team of the KLPD. In the first case, it is a Dutch matter that falls under the responsibility of the KLPD. In the second case, the KLPD will deal with the matter via Interpol or otherwise. 
6. If the material is not being distributed from the Netherlands but from another country with an INHOPE Hotline, then the information is sent to the hotline concerned. 
7. On request and if possible, Meldpunt informs the complainant about the follow-up to his or her complaint. 
If there is no question of a complaint pursuant to article 240 b of the Dutch Penal Code, then Meldpunt refers the complainant to the proper authorities. In many cases, these are other Hotlines, such as the Cyber Crime Hotline, Stichting Meld Misdaad Anoniem (Report Crime Anonymously), the Discrimination Hotline or the Advice and Child Abuse Hotline or the police local to the complainant. In appendix 4 there is a reporting diagram in which all the steps are described in order. 
Countries without a Hotline 
Many countries, including Russia and China, do not have a Hotline for reporting images of the sexual abuse of children. In these countries, the websites are less quickly removed or not at all. Complaints about distribution from these countries are sent by Meldpunt to the KLPD, in accordance with the standard procedure. 
Collaboration with the police 
Meldpunt helps the police to combat the distribution of images of the abuse of children by: 
•
sending images of the sexual abuse of children distributed from the Netherlands to the KLPD; 
· sending on images of the sexual abuse of children distributed from abroad to the relevant INHOPE Hotline. 
Expertise of the staff 
The personnel of Meldpunt assess the material that is reported to the Hotline. This requires specific knowledge from the assessor. In the assessment of the material, the guidelines of the Board of Procurators General for the detection and prosecution of possession and distribution of child abuse images, pursuant to article 240b of the Dutch Penal Code, are followed. Besides assessing material, the staff must provide an adequate response. The sooner a complaint is sent to the Dutch police or foreign authorities, the sooner the illegal material can be removed from the web, and the sooner a perpetrator can be arrested and possibly, a child can be rescued from an abusive situation. The assessment of whether such materials constitute an offence is ultimately up to the courts. 
Every year, the staff of Meldpunt see thousands of images and videos in which children are depicted being sexually abused. Most images concern children between 0 and 10 years old. Meldpunt has noticed in recent years that the nature of the images is becoming more violent and the victims are younger. Because of the onerous aspects of the work, Meldpunt receives structural attention from a psychologist, to ensure the welfare of its staff. 
2. Educating Internet users 
Meldpunt regularly receives complaints and/or requests from parents and children who have been confronted with undesirable (sexual) experiences on the Internet. Education about safe Internet use contributes towards responsible Internet use. This is why Meldpunt pays a great deal of attention to this on its websites www.meldpunt-kinderporno.nl, www.surfsafe.nl and www.helpwanted.nl. The better children and adults are informed about the pitfalls of the Internet, the fewer victims will be made. 
Reporting website for teenagers 
As of June 2007, teenagers and children can report sexual abuse on the Internet via a website specially aimed at them: www.helpwanted.nl This initiative was taken in response to the increasing number of complaints about sexual abuse via profile sites, chatrooms and webcams. 
Teenagers like to experiment and take risks. For example, they are searching for their own sexuality and are not always aware of the consequences of their (online) behaviour. When they get into trouble, they often dare not tell their parents, friends or other confidential 
advisor. Teenagers can turn to HelpWanted.nl if they have had bothersome sexual experiences online. Using the reporting form, they can report their problems (anonymously). The staff of Meldpunt subsequently processes the complaints. 
Newsletter 
Meldpunt publishes a digital newsletter containing news, trends and background information about online sexual abuse of children and the activities and developments of Meldpunt. The newsletters can be found on the website www.meldpunt-kinderporno.nl. 
3. Media 
In 2007, the media (TV, radio and press) regularly paid attention to the sexual abuse of children in relation to the Internet and mobile communications. The reporting primarily concerned: 
− arrests in connection with the possession, distribution or production of child abuse images;
− discussions about community service orders for the possession of child abuse images;
− tightening of the law and increased penalties;
− discussions about the blocking of child abuse images websites by Internet providers;
− the introduction of making virtual child abuse images and texts about the sexual abuse of children an offence.

Meldpunt was also regularly asked to comment or respond to the news in 2007. Domestic and foreign press asked for more information about the methods of Meldpunt and its opinion with regard to policy and tackling the sexual abuse of children in the Netherlands. 
Preview of the 2008 Information Campaign 
In the spring of 2008, Meldpunt is starting a large-scale information campaign for the youth website HelpWanted. The launch of this campaign will take place on 22 May during a conference about grooming that will be organised by Meldpunt. 
4. National collaboration and lobbying activities 
Meldpunt attaches great importance to good working relationships with political and official organisations. In this way, Meldpunt wishes to put and keep the problem of the sexual abuse of children on the political agenda. Moreover, it wishes to contribute towards a more critical view of tackling child abuse images on the Internet. To this end, Meldpunt has in the past year regularly consulted with Members of Parliament and the staff of the Ministry of Justice. Other involved organisations with which Meldpunt regularly consults are, among others: KLPD, the Royal Marechaussee, Europol, ECPAT, Defense for Children International, Save the Children, ECP, NICC (National Infrastructure Cyber Crime), the Child Line, My Child Online, the Child Consumer, Mesdag Clinic and the De Waag Clinic. 
KLPD 
The police is tasked not only with detecting (digital) child abuse images, but also the child abusers and producers, the distributors and possessors of child abuse images and their victims. They do this on their own initiative, but also in response to complaints from citizens and the child abuse images Hotline. The identification of the victims and perpetrators has the highest priority for the police. International collaboration is of great importance in this. The collaboration between the KLPD and Meldpunt is solid, where both parties keep each other informed about each other's activities. The KLPD takes on all the cases that Meldpunt refers. 
Lobbying activities 
Meldpunt also lobbied the government, the political establishment, the public, media and social organisations in 2007. We are striving to proactively influence the government and the political establishment and to put future developments on the agenda in a timely fashion. It remains important to continually inform all parties, in order to put and/or keep the subject high on the agenda. Meldpunt has, among other things, drawn attention to the following items: 

· the punishability of texts and virtual child abuse images 
as previously explained, texts in which paedophiles and paedosexuals share opinions or describe sexual acts between adults and children are not prosecutable. This also applies to stories about sex in which fictitious children play a role. Meldpunt advocates making certain texts prosecutable, such as texts in which explanations and instructions are given about how children can be manipulated in order to abuse them. Meldpunt considers it unacceptable that such ‘tips’ may be on the Internet. Moreover, such texts can incite actual child abuse. 
· more priority for victim identification 
· more attention for penalties and sentencing demands for the sexual abuse of children 
The penalties in the area of the sexual abuse of children are much too low in Meldpunt's opinion. The penalties and demands must be reviewed. 
· in trials, judges should again look at images of sexual abuse instead of a textual description of the crime
Meldpunt is convinced that if judges see a child being raped, for example, with their own eyes the sentencing demands will be higher than is the case with written descriptions, because what has happened to the child in question is often too implausible. 
· legislation regarding grooming 
· animations of the sexual abuse of children 
The Hotline advocates making animations of sexual acts with children an offence. The Hotline considers it necessary to establish that the sexual abuse of children depicted in drawings and animations is also unacceptable, impairs children's rights and cannot be accepted in any medium whatsoever. 
5. International collaboration 
INHOPE 
Meldpunt works closely with the members of INHOPE. This is a collaborative arrangement among a large number of European and non​European Hotlines that was set up in 
1999, partly by Meldpunt. The members meet approximately three times
a year. In 2007, the meetings took place in Madrid, Vienna and Berlin. During
these meetings, hotlines exchange experiences, attend lectures by experts
and organise workshops on various topics.
Countries associated with INHOPE:
Australia, Austria, Belgium, Bulgaria, Canada, Cyprus, Czech Republic, Denmark, Finland,
France, Germany (3 members), Greece, Hungary, Iceland, Ireland, Italy (2 members), Malta, the Netherlands, Poland, Portugal, South Korea, Spain, Taiwan, the United Kingdom and the United States.
Japan, Slovenia and the Czech Republic are currently so-called provisional members. These countries will become permanent members when they have fulfilled the criteria set by INHOPE within the trial period of one year. 
The function of INHOPE is to
• exchange reports among INHOPE members 
• support new Hotlines 
• inform policy-makers, particularly at an international level 
• exchange knowledge and expertise 
In 2007, Meldpunt forwarded 954 complaints to Hotlines that are members of INHOPE. Other complaints about images of the sexual abuse of children distributed from abroad were sent by Meldpunt to the Child abuse images and Paedosexual Crimes Team of the KLPD. Meldpunt received a total of 744 complaints from associated Hotlines. 
The collaboration with hotlines associated with INHOPE is very important, in order to be effective both nationally and internationally in their common goal: the prevention of the distribution of images of the sexual abuse of children. Via INHOPE, the national Hotlines can add extra force to their viewpoint by showing how certain successes have been achieved due to international collaboration, for example. Because the Internet is a world-wide phenomenon, INHOPE is striving to enlarge its network. The more Hotlines and counties join, the more effectively the distribution of images of the sexual abuse of children can be prevented. For more information about INHOPE, see www.inhope.org. 
European Commission 
Meldpunt is part of the Safer Internet Action Plan. This is a programme of the European Commission that focuses, among other things, on the prevention of illegal material on the Internet and a safe Internet for children. Meldpunt is subsidised by the Commission within the programme and is actively involved in the meetings and workshops organised by the Commission. 
Virtual Global Taskforce (VGT) 
The Virtual Global Taskforce (VGT) consists in a number of police organisations from, among others, the USA, Canada, Australia, Italy and the UK, which collaborate internationally to prevent online child abuse. The VGT wishes to build up effective, international collaboration among police organisations to better protect children from online abuse, make the Internet a safer place, identify and locate children who are victims of sexual abuse, help children in risk situations and call abusers to account. 
In 2007, the second meeting since its inauguration was organised in Washington. During this meeting it was stressed that collaboration is essential to effectively combat the distribution of images of sexual violence against children. Precisely for this kind of crime prevention, it is very important that the police, judiciary and other organisations involved collaborate internationally and exchange expertise and knowledge. 
Initiatives by the industry 
The GSMA, a trade organisation that represents more than 700 telecommunications concerns in 218 countries (and thereby 85% of all mobile callers in the world), has set up the 'Mobile Alliance against Child Sexual Abuse Content’. 
Distributors of child abuse images currently primarily use the Internet. The GSMA fears however, that they are moving their activities to mobile broadband networks. The latest mobile telephones not only have a built-in video camera, but also software with which the user can publish the films at the touch of a button on his or her weblog, Hyves page, eBay advertisement or on YouTube. The associated members are obliged to take a series of technical measures that must prevent the distribution of images and/or videos of the sexual abuse of children. 
The GSMA works with the Financial Coalition Against Child abuse images (FCACP.) 
The Financial Coalition Against Child abuse images (FCACP) is an international alliance of banks, credit card companies and Internet concerns that jointly combats the distribution of and trade in child abuse images. The origin of the alliance is in the United States. Some of the in total 21 members of this coalition are: Bank of America, American Express, Citigroup, Mastercard, Visa, PayPal, AOL, Yahoo, Google and Microsoft. 
On commercial websites, where images and/or video material are offered for sale, consumers of child abuse images often pay via a credit card, bank account or the Internet payment system, PayPal. The FCACP wishes to make this impossible. In this way, they wish to contribute towards the reduction of the demand for commercial child abuse images and consequently, the production thereof. 
Meldpunt hopes that European financial institutions and Internet concerns, including Internet Service Providers and search engines, will collaborate and unite in the European branch of the FCACP. 
Figures and trends 
Meldpunt received a total of 7,427 complaints in 2007. Based on article 240b section 2 of the Penal Code, 2,336 unique complaints contained prosecutable material. Of these, 750 were hosted in the Netherlands, 707 in the United States and 372 in Russia. 
The number of complaints with prosecutable material that were distributed from the Netherlands drastically increased in 2007. Meldpunt reported a total of 750 offences to the Child abuse images and Paedosexual Crimes Team of the National Police Services Agency (KLPD). They were primarily images that were distributed by a (free) hosting provider in the Netherlands but where the distributor did not necessarily have the Dutch nationality. 
(For figures and graphs: see the appendices.) Meldpunt appeals to such providers to investigate how they can more adequately institute legal proceedings against the distribution of child abuse images via their servers and how to prevent it. 
HelpWanted 
In June 2007, Meldpunt launched the information and reporting site www.helpwanted.nl. On this website, a reporting form is provided especially for young Internet users. Via this form, Meldpunt received a large number of complaints from young Internet users who were being blackmailed, for example with the threat of distributing their images, to force them into sexual contact. 
Furthermore, via de e​mail addresses info@helpwanted.nl and sanderijn@helpwanted.nl, Meldpunt received a large number of inquiries about unpleasant and undesired sexual encounters on the Internet. 
Cyber Crime Hotline 
In April 2006, the Cyber Crime Hotline was set up, an online police Hotline where citizens can report images of the sexual abuse of children on the Internet, minors who have been approached on or via the Internet, sexual and radical and terrorist utterances (originating from the Netherlands) that have been encountered on or via the Internet. 
The number of complaints the child abuse images Hotline received last year did not decrease, despite setting up the Cyber Crime Hotline. This confirms that Meldpunt has a different position and other responsibilities than the police. This means the child abuse images Hotline has its own specific role in the prevention of child abuse images on the Internet. Meldpunt distinguishes itself from the police Hotline, among other reasons, because Internet users can complain to Meldpunt anonymously. Moreover, Meldpunt has an important and efficient network at its disposal via INHOPE and via INHOPE and other (inter)national organisations also fulfils an important role in the international approach to child abuse images on the Internet. Furthermore, thanks to its independent position, Meldpunt can put pressure on the political establishment and is engaged in prevention via education. 
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Press release: Youth site www.helpwanted.nl launched for reporting sexual abuse on the Internet 
From today, teenagers can report sexual abuse on the Internet via a special youth website:  www.helpwanted.nl. This is an initiative by Meldpunt for the prevention of Child abuse images on the Internet. The motivation for this action is the increasing number of complaints about sexual abuse via chatrooms and webcams. For the Child abuse images Hotline this is an alarming development, against which preventive measures must be taken. With the advent of the website helpwanted.nl, teenagers can quickly react if they encounter anything of a troublesome sexual nature online. Teenagers can indicate what the problem is via a well-laid out reporting form. This form is subsequently processed by the child abuse images Hotline team. 
Unique site 
Besides a well-laid out reporting form and information on safe Internet use, the site also provides a list of aid agencies for children and teenagers. Moreover, the site also has a Question and Answer section. Teenagers can put questions directly to sexologist Sanderijn van der Doef via e​mail. She has written a number of books on sexual education for children and teenagers. 
Windows Live Messenger 
From today, MSN has a banner on the security tab in Windows Live Messenger, with a link to the reporting page of helpwanted.nl. Teenagers will soon be able take action the moment anything unpleasant occurs. 
Research 
From a recently published study carried out by Intomart GfK at the behest of the Ministry of Justice, it appears that child abuse on the Internet is very worrying to the Dutch. As many as 35 per cent think that this form of child abuse must receive top priority in crime prevention. The Ministry of Justice must devote a great deal of attention to child abuse via chatrooms, according to the study. 
Your contribution
You can help to publicise the helpwanted.nl website. Place a helpwanted.nl banner on your website. You can request a banner via info@helpwanted.nl 
Appendix 2: Press release 
 
PRESS RELEASE
[image: image3.jpg]



Child abuse images Hotline advocates filtering to prevent the distribution of child abuse images websites 
The question of blocking and filtering websites with images of child abuse is currently much in the news. A number of providers have indicated that they do not wish to cooperate with the blocking of child abuse images making use of a list of prosecutable websites provided by the KLPD. The Child abuse images Hotline considers it very important that such websites are filtered and is urgently appealing to the providers to do so. 
Meldpunt regularly receives complaints about the same, constantly recurring websites that remain on the Internet with impunity. This concerns in most cases commercial websites, which sell photos and films showing the sexual abuse of children. These sites already show atrocious examples of the videos for sale on their home pages. The websites mostly originate from countries where there is no, are hardly any, legislation in this area, so they cannot be tackled. Below is an example of what is offered for payment on such websites: 
Video Cassette "Raped Twins”; Price: 350$ USD ​Time: 148 min. Actors: Nadia 9yrs, Natalia 7yrs, Ana 4yrs, Vaselisa 4yrs, Roman 7yrs, Nikita 37yrs, Vas Petrovac 47yrs, Luda 44 yrs, Petun 37yrs 
On the sleeve of the video are two weeping tots who are scared to death; there is a naked man with an erection behind them. On the site they offer a range of 32 films on VHS or DVD. The 87 children appearing in the films are between 4 and 13 years old. The length of the films is 90 ​-160 minutes. 
Meldpunt considers it important that such websites are blocked where possible, for the following reasons: 
1. Protection of the children: children who are abused are victimized again and again because of the distribution of the images and must therefore be protected; 
2. Less production; by blocking access, these often commercial websites will sell fewer images, which will reduce demand and ‘less’ new material will consequently be produced 
3. Limiting distribution; as long as it is still online, everyone can copy the photos on the website, by which the flow of photos will only increase. 
4. Confrontation with child abuse: every Internet user can be unintentionally, for example via spam, confronted with these horrid images.
Providers can make a concrete and effective contribution towards reducing the supply of child abuse images on the Internet by filtering. The Netherlands is not a trend setter in Europe when it comes to filtering websites showing child abuse images. Norway, Denmark, Sweden, the United Kingdom and Italy are already filtering them. Meldpunt advocates following their example. A Swedish provider that initially did not wish to start filtering changed its mind after 97% of its customers indicated in response to a questionnaire that they were in favour of filtering. Meldpunt hopes that providers in the Netherlands will investigate to what extent their standpoint on not filtering is representative of Dutch Internet users. 
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* so-called ‘modelling sites’ on which children (scantily dressed) are depicted in provocative poses, often emphasizing their genitalia. 
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Appendix 4 Reporting Diagram 
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