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Every child pornography image is based on the abuse of a child.  Even after this 
physical abuse has stopped, the abuse doesn’t stop for the victims, as the proof will 
always continue to be present on the Internet. 

 
Introduction 
 
In 2004 the Hotline received 6,322 complained (as compared to 5,999 complaints in 
2003) that have led to the filing of 4,765 charges of child pornography registered with 
the KLPD (hereafter National Police Agency) as well as foreign hotlines (as 
compared to 3,914 charges in 2003). The total number of complaints has increased 
by more than 5% as compared to 2003; the total number of charges saw an increase 
of over 20%. Proportionally the complaints therefore amount to more cases of child 
pornography.  This is mostly caused by the enormous increase in spam with child 
pornographic content.  All these complaints concerned the distribution of child 
pornography according to section 240b of the Dutch Penal Code.  
The Hotline filed 107 charges relating to the distribution of child pornography and 
pedosexual offences with the Team Kinderporno and pedosexual offences of the 
National Police Agency (as compared to 208 charges in 2003). Over 60 of these 
cases actually went to court (compared to 2003: almost 100 cases).  Compared to 
2003, the number of complaints to the KLPD has therefore almost halved. 
A reason for this is that in 2004 considerably less complaints about Dutch MSN 
groups were reported than in 2003. 
  
Most complaints in 2004 were still related to pictural representation of sexual abuse 
of children on foreign sites. These particularly concerned websites in the United 
States, Russia and Korecona. The number of reports by the Hotline to the United 
States more than doubled in 2003 compared to 2002, but went down in 2004 with 
almost 300 reports to 1.478. During recent years, the number of reports by the 
hotline on child pornography on Russian sites has increased.  In 2004 this number 
even doubled to 1,371.  The number of reports to the Korean hotline also went up in 
2004 from 326 to 519. 
 
The number of reports regarding spam with child pornographic content more than 
quadrupled compared to last year.  An increasing amount of Dutch people receive 
spam in their mailbox which advertises child pornography.  These often include 
sample photographs of child pornography and the email refers to a website with 
images of children being sexually abused. 
 
In 2004 the media often spent attention on the subject of child pornography.  The 
information was often focussed on children’s pornographic networks on the Internet 
and the problems surrounding teenage girls and the webcam.  The Hotline issued a 
press release in August regarding the dramatic increase in complaints about 
unwanted email (spam) which refers to child pornography sites.  This subject was 
also picked up by the press. 
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Child Pornography  
 
Child pornography is taken to mean a pictorial representation of real or simulated 
sexual activities involving a minor who is manifestly under the age of 18, alone or in 
relation to others, the lewd pictorial representation of sex organs and anus of a minor 
and the lewd pictorial representation of micturation (urinating) and defecation by a 
minor.1 
 
The Distribution of Child Pornography  
In general, the Internet appears to users as a ‘seemingly’ safe and sometimes cheap 
way of obtaining child pornography. This applies to those who are looking for sexual 
encounters and want to try everything, including watching images of pubescents and 
adolescents, as well as those having a specific predilection for having sex with 
children, especially children who have not yet reached puberty. 
 
Child Pornography Networks 
On the Internet, various international networks have been formed by people who 
have a need for images of sex with children, and who actually trade these images 
between each other. The Internet has enabled a ‘free’ exchange of thoughts and 
pictorial material within the ‘safe’ boundaries of like-minded people in an anonymous 
way and on a large scale. Such a network offers its members an affirmation of their 
sexual preference or fulfilment of their current sexual needs, without the intervention 
of outsiders who may interfere with or get to know of these activities.  
 
Digital Child Molesters  
The Internet is also used as well as abused as a possibility of making contact with 
children, e.g. via chat rooms. Although this does not necessarily lead to sexual 
abuse, children are recruited in this way on many occasions: this is also known as 
‘hawking’.  
 
“The computer has become an ingredient of the everyday life of children. Children 
use computers in the living room or bedroom, places where they feel comfortable, 
and they may give too away too much about themselves to the wrong people”, says 
John Carr (Internet consultant at the British charity organisation National Childrens 
Home;  Action for Children).   
 
Child pornography on the Internet: the victims 
The primary victims of child pornography are, of course, the sexually abused children 
who are the subjects of the images being distributed. They have been abused during 
the production of these images, and as a result of the distribution of the material they 
are reduced repeatedly to objects of lust. Child pornography harms the children 
abused for its purposes, not just physically but also mentally (long) after the fact. A 
photo will remain permanently on the Internet  or in the collection of a child 
pornography collector. 2 
 
Many victims are never traced. This means that extensive statistics are not available, 
says Irish researcher O’Connell of the University of Cork. Her conclusion is that in 88 

                                                 
1 This definition is based on article 240b of the Dutch Penal Code 
2 ‘Kinderpornografie – de stand van zaken’, R.A.C. Bilo, P. van Wijk, T. Houtman, Zwolle 
2000 
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per cent of all cases the abused child will be a girl; in 12 per cent of the cases, a boy. 
She suspects that much of the material she has viewed shows evidence of incest, 
since many backgrounds in the photographs feature children’s rooms, studies or 
living rooms. 
 
People who accidentally come across child pornography on the Internet may also be 
seen as victims.  However, the likelihood that an average Internet user will stumble 
onto such an image is very small. For 2004, the Hotline does however note an 
increase in the number of complaints about spam mails containing pictorial 
representation of sexual abuse of children. Thus Internet users may unwillingly be 
confronted with child pornography.  

The Role of the Police  
It’s the police’s job to find (digital) child pornography and the people behind it.  They 
do this at their own initiative and by reacting to reports from the Child Pornography 
Hotline and civilians. Identification of the victims and perpetrators is the top priority of 
the police; international co-operation is of the utmost importance. 

At operational level, experts from the various police regions regularly get together to 
exchange knowledge and information.  The National Police Agency (KLPD) has an 
active unit within the Murder and Sexual Offences Group which focuses on child 
pornography and pedosexual crimes.  This unit provides support to the regional 
forces and develops expertise.  The team manages a national databank with image 
material.  This databank is used, for example, to allow investigations to run more 
efficiently.  Using the so-called ‘hashcode’ technique, digital images found with a 
suspect can be compared with known material which is stored in the national 
databank with the help of a computer.  The computer will indicate which material is 
also stored in the databank, which is already known to be classed as child 
pornography.  This method therefore allows detectives to investigate fewer images. 

There is good co-operation between the National Police Agency and the Hotline. 
Approximately ten times a year, both parties exchange information on their activities 
during special meetings. In part as a result of tips and pointers provided by the 
Hotline, the National Police Agency has been able to solve a substantial number of 
cases, convicting suspects and putting a stop to situations involving sexual abuse. 
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Organisation 
The “Stichting Meldpunt ter Bestrijding van Kinderporno op Internet” was founded in 
1995. A call had been made both by those involved in the Internet field and society, 
for an end to the distribution of child pornography via the Internet. As the police were 
technically incapable of fulfilling this mandate at that stage, a number of 
representatives of Internet providers then also involved in the foundation of the NLIP 
[Dutch Association of Internet Providers] as well as individual Internet users, took the 
initiative to establish the Hotline. The alliance, initially informal, was officially 
launched in June 1996 by the then Minister of Justice, Mrs W. Sorgdrager. As of 
1998, the Hotline has an agency from which its activities are carried out. These 
activities involve, among others, the collection and checking of complaints, filing 
charges with the National Police Agency and the foreign hotlines that are associated 
with INHOPE3, negotiation with various organisations and maintaining Public 
Relations. In 1999 the Hotline co-founded the International Alliance of Hotlines 
(INHOPE)4 and has been an active member of this organisation ever since. 
 
Objective 
The Hotline’s objective is to: 
 
make a contribution to the reduction in the amount of child pornography on the 
Internet. 
 
To this end the Hotline limits itself to complaints about child pornography on the 
Internet’s public areas. Complaints about other criminal offences on the Internet and 
complaints about child pornography outside the Internet do not form part of its remit. 
Where possible, complainants are referred to the proper bodies. The Hotline does 
not attempt to style itself into a cover-all solution to child pornography on the Internet. 
The distribution of child pornography via extremely dynamic areas of the Internet, 
such as KaZaa, pay sites or closed groups also fall outside the remit of the Meldpunt 
Kinderporno. The Hotline does not actively seek out child pornography on the 
Internet and takes action exclusively after receiving complaints from Internet users. 
Active tracing is a matter for the police. 

                                                 
3 More information about INHOPE can be found in the Appendix. 
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Board 
n the year under review, the board comprised five people serving on a voluntary 
basis: 
Christine Karman (chairwoman), Alex de Joode, Theo Noten, Toos Voermans and 
Mirjam Jorna.  
Toos Voermans did not return to the board in 2004 for private reasons. Mirjam Jorna 
will resign from the board in September in order to pursue a career abroad.  
 
Christine Karman and Alex de Joode have been members of the board since the 
foundation of the Hotline. Theo Noten joined the board in 1998. He is active as 
coordinator of the Dutch department of the ECPAT children’s rights organisation that 
strives to protect children against sexual exploitation on a global level.  
 
In 2004 the Hotline held meetings every two months. These meetings consisted of 
two parts:  
 

·  External negotiation between the board and members of the agency with 
contacts from the National Police Agency.  

·  Internal negotiation between the board and members of the agency.  
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Staff 
The agency©s staff consists of Linda Veenstra (36 hours per week), Liesbeth Bartels 
and Monique de Jager (both 24 hours a week).  
 
Psychological Counselling  
As a result of their daily confrontation with the sexual abuse of children, attention to 
the well-being of Hotline members is a major consideration. To this end the Hotline 
members are assisted by a psychologist whose specialisations include the coaching 
of police officers assigned to vice cases. Coaching consists of regular interviews 
between the members of the Hotline and the psychologist.  
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Activities 
 
The activities of the Hotline can be broken down into the following:  

·  receiving and processing complaints by Internet users 
·  communicating with the police, the Justice Department, Internet service 

providers and children’s rights organisations 
·  educating Internet users 
·  press contacts 
·  international co-ordination and collaboration via INHOPE 

 
Complaints procedure: 

1. An Internet user or the ‘Abuse’ Department of an Internet service provider 
files a report on the distribution of child pornography with the Hotline via the 
meldpunt@meldpunt.org alias.  

2. The Hotline receives the report and automatically sends a receipt  
confirmation and a sequence number to the complainant. 
  

3. The Hotline categorises and processes the complaint and verifies whether the 
material falls under article 240b of the Dutch Penal Code. If it is unclear 
whether the material constitutes a criminal offence, the Hotline will negotiate 
with the Team Kinderporno en pedoseksuele misdrijven [hereafter Child 
pornography and pedosexual crimes team] of the National Police Agency  

4. If the reported material constitutes a criminal offence, the Hotline will file 
charges with the Child pornography and pedosexual crimes team of the 
National Police Agency. The Hotline will not disclose the complainant’s name 
or other details. 

5. If the material is not distributed from a location in the Netherlands, the Hotline 
will pass on the information to another hotline it co-operates with via INHOPE. 
If no collaboration partner is present in the country in question, the 
information will be passed on to the Criminal Intelligence Department, so that 
it may handle matters via Interpol or other bodies. 

6. Where possible, the Hotline notifies the complainant on the follow-up. 
 

Legal Text of Article 240b of the Dutch Penal Code 
A term of imprisonment of not more than four years or a fine of the fifth category shall 
be imposed on a person who either disseminates, publicly displays, manufactures, 
imports, transits, exports, or has in stock an image or a data carrier, containing an 
image, of a sexual act in which a person who clearly has not reached the age of 
eighteen (18) is involved. 
 
A term of imprisonment of not more than six years or a fine of the fifth category shall 
be imposed upon a person who, by profession or custom, commits any of the serious 
offences defined in section 1. 
 
Article 240b of the Dutch Penal Code has been drawn up in order to prevent that:  

 
1. a minor is brought into a situation in which s/he is used for creating 

images in which a sexual activity is involved according to article 
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240b of the Dutch penal code, in which s/he is involved alone and/or 
with others,  

2. images to which article 240b of the Dutch Penal Code applies are 
(further) distributed after their production, put on public display or 
kept as property,  

3. minors are encouraged or seduced to take part in a sexual 
behaviour and behaviour that may become part of a subculture that 
promotes the sexual abuse of children.  

 
Origin of Complaints 
The majority of complaints filed with the Hotline are received directly from Internet 
users. The other complaints derive from our sister INHOPE hotlines and ‘abuse’ 
departments of Internet service providers.  
 
Although the final evaluation of whether the material constitutes a criminal offence is 
up to the judge, the initial evaluation of the material is one of the tasks of the Hotline 
and therefore requires specific knowledge from the evaluating agent.  
 
Since the Hotline is a well-known entity, complaints on child pornography are almost 
always directly filed with the Hotline. It can easily be found on the Internet with the 
help of a targeted search query.  
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Media, PR and Education 
 
Media and PR 
 
The media regularly spent attention on the child pornography subject during 2004.  
The coverage was particularly about the child pornography networks on the Internet 
and the problems surrounding teenage girls and the webcam.  The Hotline issued a 
press release in August about a dramatic increase in complaints about unwanted 
email (spam) which refers to child pornography sites. 
 
An overview of the number of reports in the media in 2004: 
 

·  February 2004: by order of the police organisation Europol, around sixty 
suspects have been arrested who are supposed to have exchanged child 
pornography via the Internet. 

 
‘Europol runs up against a network of child pornography’ (source: Web world) 
The suspects came from a large number of different countries, including the 
Netherlands, Belgium, France, Germany, Norway, Peru, Spain, Poland and Russia.  
The official complaint against the suspects includes the possession and spreading of 
child pornography, as well as the sexual abuse of children. 
 
The entire operation, known as operation Odysseus, was lead by police in the 
German state of Hessen.  For the arrests the police worked together with police 
forces from, amongst others, the United Kingdom, Australia and the United States. 
 
Raids were done in more than forty locations for the investigation.  Computers, CDs, 
DVDs and videos were taken possession of as proof.  The operation started in April 
last year. 
 

·  May 2004: Edition NL interviews the Hotline on the risks of web cams. 
 

The Hotline receives reports about the misuse of photographic material obtained via 
webcams from both parents as well as the victims themselves. 
Young people, and particularly young girls, are tempted into having themselves 
filmed and take part in sexual acts in front of a webcam. 
The child can reveal too much and the film or photographs could end up in the hands 
of the wrong people, which could be a boyfriend or an ‘Internet friend’ from a chat 
group. 
The victims don’t realise their photographs or films could be floating around the 
internet forever, for example in MSN groups, on sites or Usenet. 
Information regarding this is important, as children and young people need to be 
made aware of the consequences of giving out delicate information on the Internet. 
 

·  August 2004: After issuing a press release about the considerable increase in 
spam, the Hotline was interviewed by Nova, NOS Radio and various daily 
newspapers including the Parool. 
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Press release: 
 
‘The Child Pornography Hotline sees a strong increase in spam complaints’ 
The Child Pornography Hotline has observed a dramatic increase in complaints 
regarding unwanted email (spam) which refer to child pornography sites.  During this 
first half of the year, the number of reports regarding spam with a child pornographic 
content has more than quadrupled compared to last year. 
 
An increasing amount of Dutch people receive spam in their mailbox which 
advertises child pornography.  These often include sample photographs of child 
pornography and the email refers to a website with images of children being sexually 
abused.  Unfortunately not all sites can actually be tackled.  The sites are often 
hosted in countries where these kinds of investigations are not yet a priority. 
 
Spam is a particularly big problem as a result of its unexpected character for the 
Internet user.  Someone who may receive such an email hasn’t asked for this and is 
therefore unwillingly confronted with child pornography.  And more to the point, these 
spam messages could easily end up with children too. 
 
The increase in the number of complaints regarding spam which refer to child 
pornographic sites appears to be part of a worrying worldwide trend of an increasing 
commercialisation of child pornography. 
 
The Child Pornography Hotline has been given the impression that the child 
pornography on offer is continually taking on more extreme forms and that a further 
investigation into this phenomenon needs to take place. 
 

·  October 2004: 1.000 arrests are made during the roll up of a worldwide child 
pornography network on the Internet.  As a result of this report, the Hotline 
was approached by many journalists who were mainly looking for more 
background information on child pornography on the Internet. 

 
’Police enjoys a big break through in child pornography’ (source: Telegraph) 
Police forces virtually across the Netherlands have taken possession of a great 
amount of child pornography during many home searches.  The police raided 173 
addresses where possible suspects were known to live who have bought child 
pornography material.  The police took possession of 280 computers and thousands 
of CD-ROMS, video tapes, DVDs and diskettes.  The Police and Justice Department 
knew about the addresses as a result of credit card information.  Computers at the 
addresses were used by ‘buyers’ who had paid access to Internet pages with child 
pornography. 
 
This coordinated action was preceded by a long investigation.  The Dutch police had 
started on this project from February.  This happened as a result of a large-scale 
investigation in the United States into the worldwide spread of child pornography via 
the Internet. 
 
The American police came across an Internet payment company in White-Russia 
which was involved with the collection of money derived from child pornography 
websites.  People pay millions of American dollars with credit cards.  The police 
investigated dozens of such commercial sites as well as the companies which 
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maintain them and took possession of customer and computer files.  The Americans 
subsequently handed the material over to countries linked to Interpol, including the 
Netherlands. 
 

·  October 2004: the following article appeared in the “Algemeen Dagblad”. 
The article is about the incredible increase in spam reports.  The Hotline 
received more than 1000 reports, during the course of a 5 month period, 
regarding spam with child pornography images, including, amongst others, 
images of the sexual abuse of babies.  However, baby porn is a term thought 
up by the journalist and is not used by the Hotline.  The Hotline doesn’t 
differentiate in the ages of children being sexually abused. 

‘Baby porn popular on the Internet’  (source: Algemeen Dagblad) 
Rotterdam - Baby porn on the rise on the Internet. Newborn children increasingly 
play a main role in perverse photographic and video recordings which are circulated 
on the Internet.  The Child Pornography Hotline, which receives over 6000 
complaints per year, is both surprised and bewildered about this development. 

·  December 2004: The GPD (Associated Press Services) wrote an article about 

the webcam problematics and interviewed, amongst others, the Hotline 

regarding this subject.  On average the Hotline received five reports a month 

on this subject, often from parents or teachers, but can unfortunately only 

refer these people to the police in their town of residence.  Unless it is an 

actual report of child pornography images on the Internet, the Hotline can 

take no action.  An example was given of a girl whose naked pictures had 

been circulated around school and she therefore no longer dared go to 

school.  The ANP subsequently came to the following conclusion: 

‘Nude pictures of teenage girls on the net’ (source: ANP) 

AMSTERDAM – Almost two hundred teenage girls no longer dare go to school 

because nude photographs and films have been placed on the Internet via their ex-

boyfriends.  The Child Pornography Hotline receives an average of fifteen reports a 

month from worried parents. 

These teenage girls trusted their boyfriends with photographs of themselves and let 

their boyfriends take these photographs of themselves.  As soon as they had fallen 

out of love, the former flames appeared to be somewhat less trustworthy then they 

had originally thought. 

·  December 2004: “Nieuwe Revu” (New Review) published a large article about 

child pornography on the Internet on 15th December.  NOVA joined the 

Nieuwe Revu journalist who infiltrated a child pornography network. 



3/24/2005  Meldpunt Kinderporno op Internet 
  Annual report 2004
  
 
 
 
 

 
 

13 

‘Child pornography on the Internet cannot be combated’ (source: Nieuwe Revu) 

The Justice Department is not in a position to do anything about child pornography 

on the Internet.  With the help of new techniques, paedophiles can easily exchange 

thousands of photographs and videos.  This became apparent after Nieuwe Revu 

undertook an investigation which lasted months.  The users work with advanced 

software, Russian internet providers, secret servers and passwords which can’t be 

hacked. 

Even though investigation authorities can sometimes round up some networks, the 

‘real players’ often rightfully think they are untouchable.  “They pick up the junkies, 

not the dealers”, a paedophile states in the article.  “Whilst thousands of officers are 

throwing themselves at commercial sites, the rest of the Internet is still exchanging 

the hardest child pornography.”  A digital investigator, who investigated the network 

upon request by Nieuwe Revu, states:  “If it wasn’t so sick, you would almost have to 

admire it.  The investigative services are always running after the facts.”  In particular 

the new exchange programme Freenet has caused a great deal of enthusiasm with 

paedophiles.  The programme is known as “the biggest online child pornography 

video library” and stores hundreds of files with the most gruesome images. 

Taco Stein, the responsible public prosecutor at the national office of the public 

prosecutor, works together with the Child Pornography Team & pedosexual criminal 

offences from the National Criminal Investigation Service Information.  He has made 

it known that he is aware of very advanced bulletin boards.  Even though these 

people continuously state they are untouchable time and again, international 

investigations have now been completed which has also resulted in Dutch suspects 

being arrested and sentenced.  At the same time he also admits they are banging 

their heads into technological brick walls.  “If investigations are limited by techniques 

like encryption, we will have to look for other investigation techniques and tactics.” 
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Education 
 
Processing reports has the very highest priority at the Hotline.  The Hotline also 
attaches a great deal of importance to providing information to parents, children and 
schools for safe use of the Internet. 
 

·  An article in Planet Internet describes how four in five parents are slightly to 
very worried about the undesirable experiences their children have had on the 
Internet: 

 
‘Parents worried about the Internet’ 
(17-03-2004, source: Planet Internet)  
 
Almost nine in ten parents are scared their children will come across pornographic 
material on the internet or come into contact with paedophiles.  This has become 
apparent from a questionnaire carried out by Blauw Research by order of the Internet 
provider Planet Internet. 
 
From an earlier investigation it became apparent that one third of children between 8 
and 12 years old often accidentally look at unwanted disturbing images or 
photographs.  Many children also say they often come into contact with unknown 
chatters against their will.  Half of the children interviewed by Blauw Research state 
they sometimes see unwanted email, pornographic material or bad language. 
 
Parents block some Internet pages (35%), check on their children’s internet 
behaviour (49%) and install filters (25%) in order to limit their children’s negative 
experiences. 
  

·  KWINT 
As a successor of the working group “Safe Internet for Children”, the Hotline has 
joined KWINT (Kwetsbaar (Vulnerable) Internet), a platform set up by the Ministry of 
Economic Affairs.  Amongst other projects, KWINT is currently involved with 
“Diploma for Safe Internet Use”.  This project consists of developing a teaching 
package for primary education about learning to use the Internet in a safe manner, a 
test and diploma and information material for teachers and parents.  The primary 
target groups of this campaign are parents, teachers and children between 9 and 12 
years old.  The children can obtain an Internet diploma after passing the test 
(comparable to the current Traffic diploma).  The support and course material for this 
test consists of all sorts of modules, including What is spam?, What is chatting? And 
Netiquette.  As a result of its vast experience in the “SurfSafe field”, the Hotline has 
been asked to assist with the compiling and/or editing of a number of modules. 
The Hotline also participated with the discussions held with chat box providers about 
the general guidelines for chat boxes in order to control abuse of these. 
 

·  SurfSafe website: 
In order to points out Internet risks to both parents and children, the Hotline has completely 
modernised the SurfSafe website, in close cooperation with the web design agency, 
MediaMonks.  This website needs to serve as a source of information for safe surfing on the 
Internet. 
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The target groups have been divided into 3 categories: 
Group 1: children (6 -12 years old) 
Group 2: teenagers (12 -16 years old) 
Group 3: parents, carers (of children and teenagers) 
 
The website’s objectives are: 
- to make children aware of risks associated with the Internet, without discouraging use of the 
Internet. 
- to provide concrete advice to children and youths to enable them to safely chat and use the 
Internet. 
- to provide advice to parents about the ways in which they can help their children with the 
Internet. 
 
The SurfSafe site (www.surfsafe.nl) is expected to go online in Spring 2005. 
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International: INHOPE 
 
INHOPE (International Network of Hotlines Combating Illegal Material Online) is a 
partnership between a large number of European Hotlines and a number of non-
European ones such as those in the United States, Korea, Taiwan and Australia.  
In part on the initiative of the Dutch Hotline, INHOPE was founded in 1999. Members 
meet some three times a year. During these meetings, experiences are exchanged, 
lectures are given by experts and collaboration takes place among various working 
groups. Hotline staff participated with the Sponsorship working group last year. For 
more information on INHOPE, see www.inhope.org and/or the appendix to this 
annual report. 
 
The function of INHOPE is to: 

·  exchange reports between INHOPE members 
·  support new hotlines 
·  inform policy-makers, in particular at an international level 
·  exchange knowledge and expertise. 

In 2004, the Hotline forwarded 2,687 complaints to hotlines associated with INHOPE 
(as compared to 2,822 complaints in 2003).On 1,478 occasions, charges were filed 
with the U.S. Hotline (CyberTipline). In 2003 this number still amounted to 1,727. All 
these reports concerned the distribution of child pornography as defined by article 
240b of the Dutch Penal Code. 
 
INHOPE Meetings in 2004: 
 
Helsinki  
 
The Greek Hotline, NCMEC USA and StopIT from Italy have been accepted as new 
INHOPE members. 
 
The NHC (New Hotline Committee) was presented in Helsinki.  This committee will 
be involved with attracting new (important) members and registering of new members 
like Taiwan, ASACP, Hungary and Poland. 
 
 
Rome  
 
A seminar took place in Rome a day before the meeting, organised by Save the 
Children Italy (Stop-it): “Child pornography, who are the victims and what are the 
risks on the Internet?” 
 
The request for INHOPE membership by ECPAT Taiwan and ABA (Australia) were 
honoured.  
The following new hotlines were presented during this meeting: 
Poland (CERT), Hungary (MATISZ) and Brazil (ECPAT). 
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Salzburg 
 
Nick Hilliard organised a Tracing Internet Content training course during this meeting.  
Mr McCullogh from Interpol presented Interpol’s work, as well as ways the various 
Hotlines could work together with this organisation. 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 



3/24/2005  Meldpunt Kinderporno op Internet 
  Annual report 2004
  
 
 
 
 

 
 

18 

 
Financial Issues 
 
European Union and the Ministry of Justice 
An application was already made at the European Committee in October 2003 within 
the scope of the Safer Internet Action Plan for the period 2004-2005.  The Hotline 
received a part contribution from the EU in September 2004, which allowed the 
Hotline to bridge the gap to the following payment.  The Hotline also received a 
subsidy from the Ministry of Justice during 2004. 
 
Sponsors 
In 2003 and 2004, the Hotline has approached a substantial number of companies 
(mainly ISPs) for financial support, resulting in a number of positive responses. Ilse, 
Chello, WebGenerator, Demon, Tiscali, Protext, Synnetry, XS4all, MSN and Tibco, 
among others, have promised to support the Hotline financially or in kind. As a result 
of these donations, the Hotline was able to end 2004 on a positive financial note.  
 
Donations 
In addition, as of July 2004 the Hotline has installed a donation module of the 
Stichting GeefGratis on its website. Donations are made by private individuals on a 
frequent basis.  
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Complaints Statistics 
In 2004 the Hotline received 6,322 incident reports (compared to 5,999 incident 
reports in 2003). These reports resulted in the filing of 4,765 complaints about the 
distribution of child-pornography material (as opposed to 914 complaints in 2003).  
The number of reports in relation to spreading child pornographic material which 
action was taken against therefore rose by over 20% in 2004 compared with 2003. 
We can therefore conclude that the number of actual reports increased by more than 
the number of general reports.  The general reports were generally more often about 
child pornography.  This was mainly caused by the enormous increase in spam with 
child pornographic content. 
 
Enormous increase in spam  
The number of reports regarding spam with child pornographic content more than 
quadrupled compared to last year.  An increasing amount of Dutch people receive 
spam in their mailbox which advertises child pornography.  These often include 
sample photographs of child pornography and the email refers to a website with 
images of children being sexually abused.  The increase in the number of complaints 
regarding spam which refers to child pornographic sites appears to be part of a 
worrying global trend which could possibly point towards an increasing 
commercialisation of child pornography. 
 
Where spam is concerned, the Hotline only investigates the advertised site.  Should 
there be a case of child pornography, the site will be handed over to the country 
where the site’s server is located.  The Hotline doesn’t investigate senders of spam. 
In some cases it is possible to trace these emails for the police.  However, it can take 
a great deal of time and energy to look for these kinds of spreaders.  Fake addresses 
are often used, or the messages are sent from Internet cafes or via smtp-servers 
(email servers) which are open to the outside world.  This last category, relaying, 
often concerns corporate servers, Internet service providers or broadband users who 
have not adequately secured their server. 
 
Foreign sites  
Most reports still relate to images of children being sexually abused on foreign sites.  
These particularly concerned the United States, Russia and Korea.  The number of 
reports by the Hotline to the United States more than doubled in 2003, but reduced in 
2004 with almost 300 reports down to 1.478.  During recent years, the number of 
reports regarding child pornography on websites with Russian servers increased.  In 
2004 this number even more than doubled, from 513 in 2003 to 1.371 in 2004.  
Unfortunately Russia does not yet have a Hotline in place to report child 
pornographic material to.  Any complaints about Russian websites are referred to the 
KLPD’s Child Pornography Team and pedosexual offences, in accordance with the 
Hotline’s procedure, who deal with the complaints via Interpol or otherwise. 
The number of reports to the Korean Hotline also rose again in 2004 from 326 to 519.  
A noticeable development is the increase of reports to Japan, from 69 reports in 2003 
to 462 in 2004.  Things seemed to be much better in Spain after a clear decline in 
2003.  However, the number of reports during 2004 unfortunately saw a dramatic 
increase. 
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The division of the number of reports inside and outside the EU looks as follows: 
EU   665 
Outside the 4.100 
 
Please also refer to the graphs in the enclosure to this annual report. 
 
Reports and official complaints 
When looking at the various graphs and tables, it is important to distinguish between 
general reports and official complaints.  One general report can involve various 
complaints; about more than one child pornographic site.  Should these complaints 
concern the spreading of child pornography in accordance with the Dutch Penal 
Code, article 240b, the Hotline will file an official complaint.  Therefore one general 
report can lead to various official complaints, which will be referred to the KLPD if 
linked to the Netherlands, or to the INHOPE network colleague hotlines if linked to 
foreign countries. 
On the one hand, one child pornographic site can be reported on by various different 
people, but the Hotline can only make one official complaint. 
 
 
Official complaints in the Netherlands 
Where the Netherlands is concerned, the Hotline has made 107 official complaints 
with KLPD’s Child Pornography Team and pedosexual offences in connection with 
the spreading of child pornography (compared to 2003: 208). We can therefore 
conclude that the number of official complaints has almost halved.  Over 60 of these 
cases actually went to court (compared to 2003:  almost 100 cases).  The major part 
of these cases still concerned Dutch MSN groups. But one reason for the reduced 
number of official complaints by the Hotline to the KLPD can specifically be attributed 
to the fact there are clearly less Dutch MSN groups now compared to 2003. 
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Overview of the number of complaints 
  

  2003 2004 
CP reports    
WWW NL   176 94 
WWW AB   914 1101 
Usenet NL   5 5 
Usenet AB   99 57 
Spam   567  1999  
Peer-to-peer    439 368  
    
Non-CP reports    
WWW NL  274 382 
WWW AB   486 587 
WWW unavailable  168 157 
Usenet AB   38 26 
Spam  2533 1154 
Chat  52 79 
Other complaints  37 12 
Questions from 
complainants  202 301 
    
Total number of 
complaints  5999 6322 
 
 
 
Explanation of Table 
 
“CP” : child pornography according to article 240b of the Dutch 

Penal Code 
“Non-CP” : the report does not concern child pornography according  

to article 240b of the Dutch Penal Code 
“WWW” : complaint about a website 
“AB” : abroad 
“Usenet” : report concerning (a) newsgroup(s) 
“Spam” : unsolicited email 
“Peer-to-peer” : file sharing (in particular KaZaa) 
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Important developments 
 
Canvassing for sponsors 
The Hotline was again successful in recruiting new sponsors and collecting donations 
during 2004.  The Hotline managed to close 2004 on a financially positive note, partly 
as a result of its sponsors and donations.  Please refer to the enclosure for an 
overview of the Hotline’s sponsors. 
 
The Hotline employees took part in a Civil Society conference in Zeist in June.  They 
were able to widen their knowledge with regard to canvassing for new sponsors and 
meeting other fund raisers by way of workshops. 
  
Website 
An English version of the Hotline’s website went live in April. 
 
Reports Database 
The Hotline has been working on the development of a new database for processing 
reports for some time now.  A report form will be placed on the website from early 
2005, which will simplify reporting by Internet users and the subsequent categorising 
of those reports by the Hotline’s staff. 
 
Digital Police Agency 
It is expected for the police to start processing reports by Internet users using their 
own agency in the future.  Plans for a “Police Hotline” were also discussed by the 
KLPD in 2004.  A plan of approach was written, but a concrete starting date is 
unfortunately not yet known.  KLPD’s Child Pornography Team and pedosexual 
offences will start the recruitment process of two new investigators in early 2005, to 
expand their current team. 
 
The Hotline has a different position and different responsibilities in Dutch society than 
the police and will therefore always have its own role to play in fighting child 
pornography.  One important difference is that people can anonymously report on 
child pornography on the Internet by calling the Hotline. 
 
If the police and justice departments will start processing reports themselves, as is 
expected, the Hotline’s main task will shift to information provision, awareness, 
lobbying, investigation and advice. 
 
Progressive technique 
One of the Hotline’s continuing focus areas is the finding of ways and means to, 
considering progressive techniques, to continue with its work in a purposeful manner.  
This in close cooperation with the police, the justice department and INHOPE, who 
are, after all, confronted with the same new problems.  The increased use of mobile 
communication means will also require the right level of attention. 
 
Education 
In 2005 we again have to think about information provision and awareness.  Internet 
users, children and their educators (from parents to teachers), need to be properly 
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informed and made aware about how to use the Internet safely, or how to safely visit 
chat rooms. 
The Hotline would therefore like to reach as many children and educators as possible 
with their all new SurfSafe site. 
 
International 
Considering the pre-eminently international character of the problematics and the 
Internet, the maintaining and feeding of the INHOPE network is essential.  As more 
and more countries link in to the INHOPE network, it is of the utmost importance to 
continue to be part of this international network.  The Hotline will therefore continue 
to work on its good relationship with INHOPE and its individual members. 
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Appendices 
 
Statistics 
Graph A : total number of reports per year 
Graph B : percentual grouping of reports per category per year 
Graph C : development of number of reports per category 
Graph D : total number of reports of child pornography submitted with foreign 

  Hotlines 
Graph E : apparent geographical locations of illegal content 
 
INHOPE  

·  About INHOPE 
·  History of INHOPE 
·  Objectives 
·  List of members 

    
List of sponsors 
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Statistics 
 
Graph A 
 

total number of reports per year

4007

5076

6119 6322
5999

0

1000

2000

3000

4000

5000

6000

7000

2000 2001 2002 2003 2004

 
 
 
 
Graph B 
 

percentual grouping of reports per year  

0

1000

2000

3000

4000

5000

6000

7000

2000 2001 2002 2003 2004

spam CP

filesharing e.g Kazaa

questions

unsollicited e-mail

special reports

chat

usenet-could not be
checked

CP-usenet-NL

 
 
 
 



3/24/2005  Meldpunt Kinderporno op Internet 
  Annual report 2004
  
 
 
 
 

 
 

26 

 
Graph C 
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Graph E 
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We would like to thank our sponsors! It is partly down to them that we can realise our 
goals, guarantee our future existence and create a safer Internet environment for 
Internet users. 
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