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Every child abuse image is based on the abuse of a child. Even after this
physical abuse has stopped, the abuse doesn’t stop for the victims, as the
proof of it will always continue to be present on the Internet.

Child abuse images are the ultimate proof of a crime involving a child and
represent the sexual exploitation of a child.
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The Hotline dealt with 6,423 complaints of which 2,561 led to reports of child
pornography’. The Hotline filed 71 charges of distribution of child abuse images
from within the Netherlands with the Child pornography and paedosexual crimes
team of the National Police Agency. Follow-up has taken place with regard to all of
these issues. The majority of the complaints concerned the pictorial presentation of
sexual abuse of children on foreign websites. These sites were mainly hosted in the
United States, Russia and Spain. A noticeable development in 2006 was that the
number of complaints about newsgroups nearly tripled. The complaints about chat
sites have also doubled.

Decennial anniversary

On 22 June 2006, the Hotline on child pornography organised a symposium about
child abuse images on the Internet to celebrate its 10th anniversary. The Hotline
used this occasion to have a discussion with various parties such as the police, child
rights organisations, INHOPE, ISP’s, government, political parties and scientists to
discuss how better to combat child abuse images and sexual abuse of children.

TV commercial

In 2006 the media often spent attention on the activities of the Hotline. As from
June, the Hotline broadcasts a television ad in which people are requested to report
images of sexual abuse of children via the online reporting form on www.meldpunt-
kinderporno.nl. The broadcasting companies AT5, Tien, RTL, Veronica, SBS6 and
Net5 have aired this commercial entirely free of charge.

Police hotline

From April 2006, civilians can also provide tips about child abuse images on the
Internet at the National Cyber crime Hotline of the National Police Agency. The
Hotline against Child Pornography thinks this is a positive development and hopes
that the number of employees at the Hotline Cyber crime will be expanded the
coming years.

! Complaints are evaluated by Article 240b Section 1 of the Dutch Penal Code



Child abuse images are the ultimate proof of a crime involving a child and represent
the sexual exploitation of a child. However, the Hotline prefers to use the term
‘images of sexual abuse against children’, because this term better describes the
seriousness of the abuse than the term child pornography does. Porno implies the
voluntary co-operation of both parties. In the case of sex of adults with children this
can never be voluntary. What is meant by child pornography in a legal sense is
described in Article 240b Section 1 of the Dutch Penal Code.

Legal Text of Article 240b Section 1 of the Dutch Penal Code

A term of imprisonment of not more than four years or a fine of the fifth category
shall be imposed on a person who either disseminates, publicly displays,
manufactures, imports, transits, exports, or has in stock an image or a data carrier,
containing an image, of a sexual act in which a person who clearly has not reached
the age of eighteen (18) is involved.

A term of imprisonment of not more than six years or a fine of the fifth category
shall be imposed upon a person who, by profession or custom, commits any of the
serious offences defined in section 1.

Article 240b Section 1 of the Dutch Penal Code has been drawn up in order to
prevent that:

1. a minor is brought into a situation in which s/he is used for creating images in
which a sexual activity is involved according to article 240b of the Dutch penal code,
in which s/he is involved alone and/or with others,

2. images to which article 240b of the Dutch Penal Code applies are (further)
distributed after their production, put on public display or kept as property,

3. minors are encouraged or seduced to take part in a sexual behaviour and
behaviour that may become part of a subculture that promotes the sexual abuse of
children.

The victims

Every year, the Hotline sees thousands of websites with films and images on which
children are abused by adults. The age of the children lies between 0 and 18 years.
However, the majority of images involve children in the age group of O to 12 years.
Most of the abuse takes place within the social environment of the child; this means
that the perpetrators are often an acquaintance of the child or even a family
member.

In addition to sexual abuse, victims of child abuse images are reduced to sex
objects on an ongoing basis as a result of the distribution of images or video files of
the abuse. As a result of this, the child does not only experiences physical, but also
(long) afterwards, enormous psychological damage. The reason is that a photograph
remains circulating on the Internet for ever and/or ends up in the collection of a
paedosexual or paedophile.

This means it is of the greatest importance that the distribution of images of sexual
abuse should be combated as far as possible.



How can the child become a victim?

Children could become a victim of abuse because they send images of themselves
via mobile telephones or the Internet. Sometimes, children produce sexually
charged photographs or films of themselves (via the webcam) without considering
that there are people who copy these images or distribute them so they remain
available on the Internet for ever and can be used by anyone. In addition, it also
happens that children are teased about the material at school or that it is
distributed by ex-boy/qirlfriends. Furthermore the material can also be used for
blackmail or exploitation. This also applies to the placement of own photographs on
profile sites.

Grooming
Sometimes abusers use images of sexual abuse of children by showing them to

other children in order to convince them that sexual activity between adults and
children is a normal phenomenon. This is sometimes called 'grooming'. Grooming of
children also takes place on the Internet.

The Internet is also used as well as abused as a possibility of making contact with
children, e.g. via chat rooms. The objective of the adult could be to establish online
contact with a child in order to then make an off-line appointment.

Although this does not necessarily lead to sexual abuse, children fall victim to abuse
in this way on many occasions. The digital child molester finds his/her way into the
social network of youth on the web, (mostly) by pretending to be part of the same
age group.

Users of Internet as victims

People who accidentally come across pictorial representation of sexual abuse of
children on the Internet may also be seen as victims. The likelihood that an average
Internet user will stumble onto such images is very small. However, via spam and
peer-to-peer programmes Internet users could come into contact with images or
films of sexual abuse of children.

Identification of the victim

Not much knowledge exists about the identity of children who are sexually abused
for child pornography. The database of Interpol contains about 500.000 images of
about 20.000 children who have been sexually abused. Of these, only 500 victims
have been identified. The above mentioned figure is however no realistic figure - it
is expected that the number of children who are abused and caught on film or photo
is many times larger.



The “Stichting Meldpunt ter Bestrijding van Kinderporno op Internet” was founded in
1995. A call had been made both by those involved in the Internet field and society,
for an end to the distribution of child abuse images via the Internet. As the police
were incapable of fulfilling this mandate at that stage, a number of representatives
of Internet providers - then also involved in the foundation of the NLIP [Dutch
Association of Internet Providers] - as well as individual Internet users, took the
initiative to establish the Hotline. The alliance, initially informal, was officially
ratified in June 1996 by the then Minister of Justice, Mrs W. Sorgdrager. As of 1998,
the Hotline has an agency from which its activities are carried out. These activities
involve, among others, the checking of complaints for punishable material, filing
charges with the National Police Agency and the foreign hotlines that are associated
with INHOPE?, negotiation with various organisations, lobbying and maintaining
Public Relations.

Objective
The Hotline’s objective is: to make a contribution to the reduction in the amount of
child abuse images on the Internet.

To this end the Hotline limits itself to complaints about child abuse images on the
Internet’s public areas. Complaints about other criminal offences on the Internet do
not form part of its remit. Where possible, complainants are referred to the proper
bodies. The Hotline does not actively seek out child abuse images and takes action
exclusively after receiving complaints from Internet users. Active tracing is a matter
for the police.

Board

The management consists of 4 people.
Chairman: Mr. C. Vroom

Secretary: Mr. T. Noten

Treasurer: Mr. P. Heubers

Member of the Board: Ms. C. Karman

Employees
The office is staffed with four employees.

2 INHOPE is the International form of co-operation of Hotlines. See www.inhope.org.



Subsidy

For the funding of its activities, the Hotline receives a subsidy from the Ministry of
Justice and the European Commission.

The Hotline receives a subsidy from the European Commission from the Safer
Internet Action Plan. This programme is intended for stimulating safe use of the

Internet and new online technologies and aimed at reducing illegal content on the
net.

" " European =
Commission




Decennial anniversary
On 22 June last year, the Hotline organised a symposium about child porn on the
Internet to celebrate its 10th anniversary. The Hotline used this occasion to have a
discussion with various parties such as the police, INHOPE, Internet Service
Providers, child rights organisations, government, political parties and scientists to
discuss how better to combat child abuse images and sexual abuse of children.
The final conclusion was that much still needs to be done in the Netherlands in all
areas of combating child pornography. A few points:
- The government should make available more money and resources for
combating child pornography.
- The final execution of the sentence is not adequate.
- More research is needed about the child pornography downloader.
- More research is needed about the appropriate treatment for sexually abused
children who have also been photographed or filmed.
- The government should play a more proactive role in its approach to
combating the sexual abuse of children.
- More money should become available on all fronts where influence can be
exerted to improve the protection of children.



The most important activities of the Hotline are:

» Receiving and processing complaints by Internet users.
e Educating Internet users.

* Informing the media and lobbying with the authorities.
» Co-operation with the authorities and organisations.

* International co-operation and co-ordination.

These activities will be amplified on below.

Receiving and processing of complaints

The primary activity of the Hotline is the processing of complaints. The majority of
complaints filed with the Hotline are received directly from Internet users. The other
complaints derive from our sister INHOPE hotlines and ‘abuse’ departments of
Internet service providers.

Co-operation with the police
The Hotline helps the police and legal authorities to combat the distribution of
images of sexual abuse of children by:
» Sending information to the National Police Agency about images of sexual
abuse of children that are potentially distributed from the Netherlands.
e The distribution of information about images of sexual abuse of children
distributed from abroad to the relevant national hotline (which is a member of
INHOPE).

Expert staff
Although the final evaluation of whether the material constitutes a criminal offence

is up to the judge, the initial evaluation of the visual material is one of the tasks of
the Hotline and therefore requires specific knowledge from the evaluating agent.
The staff of the Hotline are trained to assess the material and in doing so use the
instruction of the Attorney General's office for detecting and prosecuting the
possession and distribution of child pornography in accordance with Article 240b
Section 1 of the Dutch Penal Code. The speed with which the reports are handled is
of particular importance. The more quickly a report reaches the Dutch or foreign
authorities the sooner illegal material is removed from the web, the sooner a
perpetrator is arrested and possibly a child can be retrieved from an abusive
situation.

Complaints procedure

1. An Internet user lodges an online complaint via the reporting form on the website
of the Hotline: www.meldpunt-kinderporno.nl

2. The Hotline receives the complaint.

3. The Hotline categorises and processes the complaint and verifies whether the
material falls under Article 240b Section 1 of the Dutch Penal Code. If it is unclear
whether the pictorial material constitutes a criminal offence, the Hotline will
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negotiate with the Team Kinderporno en pedoseksuele misdrijven [hereafter Child
pornography and paedosexual crimes team] of the National Police Agency.

4. If the reported material is punishable the Hotline traces the origin of the material
to the country from where the distribution takes place.

5. If the material is distributed from the Netherlands or from a country without a
hotline the Hotline reports with the Child pornography and paedosexual crimes team
of the National Police Agency. The Hotline will not disclose the complainant’s name
or other details.

6. If the material is not distributed from a location in the Netherlands, the Hotline
will pass on the information to another hotline it co-operates with via INHOPE.

7. Where possible, the Hotline notifies the complainant on the follow-up.

Online complaint form
Since February 2006, it is possible to lodge a complaint online on the website of the
Hotline by filling in a web form: http://www.meldpunt-kinderporno.nl

The reporting form provides a number of advantages to the complainant, such as:
* The complainant immediately gets to see a confirmation of receipt.
 The complainant needs to use fewer actions.
 The complainant gets an overview of the type of information needed to lodge

a complaint.
@
{/Meldpunt Kinderporno op Internet Homepage - Nieuws - Contact - Zoek
Melding
=-B=
Home Stuur een melding naar het Meldpunt Kinderporno op Internet
Meld Online we behandelen meldingen als anoniem,
Criteria Naam:
Procedure
Email:
Wetsartikelen
Categorie: Wahsite [ ]
Organisatie -
=l Ial-'dtr‘:sl-'(‘:te n):
Sponsors
Donatie
Andere meldpunten
Links
Contact Commentaar

[ Bewvestig melding H Feset |
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Russia and other countries without a Hotline

Russia and China, for instance, do not have a Hotline for reporting the pictorial
representation of sexual abuse of children. Consequently, websites containing
punishable content are removed much slower there than in countries that do have a
Hotline. Reports about punishable websites from these countries are passed on by
the Hotline to the National Police Agency in accordance with procedure. They handle
the complaints, among others, via Interpol. INHOPE works to realise hotlines in
countries from where child abuse images are distributed, such as Russia.

Non-punishable material

Not punishable under Dutch law are for example:
» Fictional texts dealing with the sexual abuse of children
* Animations and drawn images of sexual abuse of children
* Nudism/ modelling sites with children

Texts

Websites on which opinions are exchanged between paedophiles or on which sexual
acts between adults and children are described, but which do not contain punishable
images or videos, are not punishable. The Hotline evaluates all complaints according
to Article 240b Section 1 of the Dutch Penal Code. This article says that stories
about sex in which fictitious children play a role are not punishable. In cases where
the Hotline has doubts about the possible punishability of an image or text, it
consults with the National Police Agency.

Animation images

Images that have been drawn, but also computer animations depicting the sexual
abuse of children are not punishable in the Netherlands. Virtual child abuse images
have been penalised in 2002, but only for touched up pictures of actual children.

Modelling sites

Various sites can be found on the Internet on which young children pose in
swimwear, lingerie etc. On these websites, children are reduced to sex objects by
the way in which they are photographed, and although these images may also send
a completely wrong signal they are not punishable by law in the Netherlands.

Success story

On 11 May 2006, an investigation was launched as a result of a complaint lodged by
the Hotline against child pornography at the National Police Agency. The
investigation resulted in more than 2500 Internet addresses in 76 countries of
people who have downloaded images and video files with child pornography. The
international action was co-ordinated by Europol. During the action, 150 homes
were searched simultaneously in 11 member states of the European Union and in
the United States. Several arrests were made. In the Netherlands, regional police
teams conducted 21 house searches of 28 suspects in co-operation with the Korps
Landelijke Politiediensten (National Police Agency).
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In the Netherlands, a large amount of child abuse images was confiscated. The
police took away dozens of computers, laptops, digital cameras, hard disks and a
large number of DVDs, CD-roms, videos and USB-sticks.

13



The Hotline attaches great importance to the fact that Internet users should be
aware that images of sexual abuse of children are distributed via the Internet and
that they can report this to the Hotline against child pornography or the police
(www.meldpunt-cybercrime.nl). In this way people can contribute to the detection
of distributors of images of sexual abuse of children, abusers of children and the
safety of the victims.

TV commercial

As from June 2006, the Hotline broadcasts a TV commercial in which people are
called upon to report images of sexual abuse via the online reporting form on
www.meldpunt-kinderporno.nl. The broadcasting companies AT5, Tien, RTL,
Veronica, SBS6 and Net5 have aired this commercial several times entirely free of
charge.

In this way, these broadcasting companies contribute in a special way to efforts to
combat sexual abuse of children. They know how important it is to fight against
child abuse images on the Internet. The high quality of the commercial has also
been a great help.

SurfSafe website

Although the processing of these reports has the highest priority at the Hotline,

much attention is also focused on prevention through providing information to

parents, children and schools about the safe use of the Internet. Education is still

very much needed. The Hotline regularly receives reports from parents and children

who have been confronted with unwanted intimacy on the Internet. Proper

information about the risks of the Internet is very useful in this regard.

This is why, in 2006, the Hotline developed a fact sheet (Safety on the Internet) for

parents, children and schools, in which they are informed about the Surfsafe

website of the Hotline: www.surfsafe.nl. This website, which was established in

1999, is aimed at three target groups: children, teenagers and their

parents/teachers and pursues the following goals:

- to make children, youths and parents/teachers aware of risks associated with
the Internet, without discouraging use of the Internet.

- to provide concrete advice to children and youths to enable them to safely
chat and use the Internet.

- to provide advice to parents about the ways in which they can help their
children with the Internet

Newsletter

The Hotline issues four digital newsletters per year. The newsletter contains news,
trends and background information about the Hotline and about sexual abuse of children
on the Internet, etc. The first newsletter came out in December 2006 and can be found
on www.meldpunt-kinderporno.nl

14



Informing the Media

In 2006, the media (TV, radio and printed media) regularly devoted attention to
sexual abuse of children. The reporting mostly concerned arrests related to the
possession of child abuse images and sexual abuse etc.

The Hotline was regularly asked to comment or respond to the news. A dramatic low
point in 2006 was the establishment of the PNVD, the political party for love of one's
neighbour, freedom and diversity. They propagate the legalisation of sex between
adults and children. The Hotline has expressed its horror about this in a press
statement. (see appendices)

15
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In 2006, the Hotline also took action to place the issue of the spread of child porn
on the Internet on the political agenda and regularly consulted with members of
parliament and staff of the Ministry of Justice about this.

The Hotline had consultations with members of parliament on a structural basis to
enable them to ask critical questions about the combating of child abuse images op
Internet. Discussions were held with almost all representatives of political parties.
Op 6 November 2006, a delegation of the ChristenUnie visited the Hotline. A brief
presentation was used to inform them about the work of the foundation. There was
great interest and this led to many interested questions by the delegation.

The Hotline also received a visit from an American Congressional Committee. This
committee does research into approaches to combat child abuse images on the
Internet and visited several European countries to learn how they can improve
action against child porn in the US. The Committee was given a tour by the Hotline
and learnt about the Dutch approach to combating the distribution of child
pornography on the Internet.

Police

It's the police’s job to find (digital) child pornography, the victims and the people
behind it. They do this at their own initiative but also by reacting to reports from the
Hotline and civilians. Identification of the victims and perpetrators is the top priority
of the police; international co-operation is of the utmost importance. There is good
and frequent co-operation between the National Police Agency and the Hotline. Both
parties keep each other informed about their activities. The National Police Agency
takes up all cases that are passed on to them by the Hotline. As a result, suspects
can be prosecuted and possibly convicted, potential real situations of abuse are
stopped and further distribution of visual material are prevented.

16
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INHOPE is a collaboration of a great number of European and non-European
Hotlines. In part on the initiative of the Dutch Hotline, INHOPE was founded in
1999. Members meet some three times a year. In 2006 the meetings took place in
Dublin (January), Luxembourg (June) and Warsaw (October). During these
meetings experiences are exchanged, lectures are given by experts and study
groups are organised which deal with several themes. For more information about
INHOPE, visit www.inhope.org.

Overview of INHOPE members:

The Netherlands, Belgium, Germany, France, Spain, United Kingdom, Ireland, Italy,
Denmark, Iceland, Finland, Austria, Greece, Cyprus, Hungary, Lithuania, Poland,
United States of America, Taiwan, Australia, Brazil, Canada, South Korea, Japan and
Slovenia.

The function of INHOPE is to:
» exchange reports between INHOPE members.
e support new hotlines.
» inform policy-makers, in particular at an international level.
» exchange knowledge and expertise.

In 2006, the Hotline forwarded 1,365 complaints to hotlines associated with
INHOPE. Other reports concerning images of child abuse spread outside the
Netherlands have been reported to the Dutch National police so they can work on
these reports in cooperation with Interpol or otherwise.
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The subdivision of the countries from where images of sexual abuse of children
come is as follows:

Origin of complaints with punishable content in 2006 (see appendix 2 graphs and
figures)

1: The Netherlands: 71

2: Inside the European Union: 641

3: Outside the European Union: 1920

Please refer to the appendices for all figures and statistics.

Chat and MSN

The number of reports with regard to chat and MSN rose in 2006 by about 85%
when compared to 2005. The Hotline sees the need for education even further
emphasised. For this reason, the foundation will launch a new website, which is
specifically aimed at young people, with better information, a separate reporting
page and the possibility of finding professional assistance. The Hotline also wants to
refer complainants, young children, parents and Internet users to the website
www.surfsafe.nl. Here one can, for example, find useful tips for safely using chat,
MSN and the webcam.

New website for youths

One of the focus areas of the Hotline in 2007 is the development of a youth
complaints page. Youths who use the Internet may be confronted with unwanted
sexual experiences or content via chat, webcam or peer-to-peer programmes. The
Hotline has developed an easy complaints form in consultation with the National
Police Agency - where young people can clearly indicate what they want to report.
In this way, the Hotline can report crimes at the National Police Agency on the basis
of the information received in this way. On the unique youth page, children and
youths can report crimes but also search for information and assistance. This site
will be online in the middle of 2007.

Newsgroups

The number of complaints about newsgroups has tripled compared to 2005. The
Hotline is researching the technical possibilities for filtering punishable images in
newsgroups and to that end has submitted a pilot plan to the European
Commission.

Police hotline

From April 2006 civilians can also provide tips about child abuse images on the
Internet at the National Cybercrime Hotline of the National Police Agency. The
Hotline against child pornography is of the opinion that this is a positive
development and hopes that in the coming years the number of employees at the
Hotline Cybercrime will be expanded.

18



The Hotline has a different position and different responsibilities than the police and
will therefore always have its own role to play in fighting child pornography. One
important difference with the police hotline is that people can anonymously report
on child abuse images on the Internet by calling the Hotline. Furthermore, via
INHOPE, the Hotline has access to an important and efficient network and via
INHOPE and the Safer Action Plan of the European Commission it can play a role in
the international approach to combat child abuse images on the Internet. In
addition, with its independent status, the Hotline can exert pressure on politicians
and be involved in education and prevention.
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The Hotline wishes to thank her sponsors and supporters for their contribution in
2006 to the Hotline and hopes she can count on their support again in 2007.
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Report of symposium "Meldpunt Kinderporno op Internet" 22 June 2006, "Felix
Meritis" Amsterdam

On 22 June 2006, the Hotline organised a symposium about child abuse images on the Internet to
celebrate its 10th anniversary. The Hotline used this occasion to have a discussion with various parties
such as the police, child rights organisations, INHOPE, ISP’s, government, political parties and scientists
to discuss how better to combat child abuse images and sexual abuse of children.

Opening

The symposium is introduced by chairwoman of the day Ria Bremer.

Presentations

Christophe Vroom

The chairperson of the management of The Hotline against child pornography welcomes all guests and
directs a word of special thanks to the sponsor of the symposium, KPN. He also thanks the sponsors that
provide financial support for the daily operations of the Hotline.

Christine Karman

As member of the management and cofounder of the Hotline, Christine Karman also thanks the founder of
the Hotline, Felipe Rodriguez. Unfortunately, because of ill health he is unable to be present at the
symposium.

Liesbeth Groeneveld

The co-ordinator of the Hotline against child pornography provides a brief presentation about the Hotline,
its activities, procedures and child abuse images on the Internet. Liesbeth Groeneveld states that abuse
lies at the basis of every child abuse image and that even after the physical abuse has stopped, the abuse
does not stop for the victims because the proof thereof will continue to circulate on the Internet for ever.
Child abuse images are the ultimate proof of a crime involving a child and represent the sexual
exploitation of a child.

The Hotline has received more than 32.000 reports during the 10 years of its existence.

A striking fact is the increase in the number of spam reports during the past years.

The Hotline finds that the demand for information about safe use of the Internet continues to grow. The
Hotline has developed a website to meet this need, www.surfsafe.nl. There, both parents and children can
find information about safe Internet use.

Cormac Callanan
The Chairman of the Board of INHOPE (international organisation of hotlines) provides insight into the
importance of his organisation and international co-operation in combating child abuse images on the
Internet. The objectives of Inhope will be emphasised during this presentation:

* To respond adequately and quickly to every complaint.

» The member hotlines work with ‘best practice standards’ and have to comply with them.

» Expanding the Inhope network of hotlines and provide support to new ones.

When Inhope was established in 1999, the organisation consisted of 10 hotlines, in 2006 there were 25.
The activities of INHOPE and its hotlines are of the greatest importance: in 2005 the member hotlines
received more than 534.000 reports. Of these, 28% were reports on child abuse images. Unfortunately,
the number of reports continues to increase.
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Theo Noten

Theo Noten works for Ecpat Nederland and is management member of the Hotline against child
pornography. According to Theo Noten, a variety of parties have the responsibility to do something to
protect children and youths. When referring to these parties he means among others: governments,
companies, international organisations, social organisations, parents and educators and not in the last
place the youth themselves.

According to Theo Noten, the current approach is now often fragmented and only takes place in a limited
way or on a project basis. A structural ‘multi-stakeholder’ approach is needed.

In it, the central focus should be that children and youth are not primarily consumers that have to generate
as much communication traffic as possible, but individuals with the right to protection against abuse and
exploitation.

The safety and right of children and youth to protection should be central. Given that currently an attempt
is made to close the digital gap between the different parts of the world, this is even more of a challenge,
in particular in regions and countries where IT is still young and where little or nothing has yet been
arranged. In this respect, the international community and international business community can make a
positive contribution by using the safety of children as a quality criterium in the development of new
products or markets.

Paul Griffiths

Paul Griffiths is Victim Identification Group Leader for the British organisation CEOP. This organisation
realises a holistic approach through international co-operation. The police, business community,
government, specialised welfare organisations and other organisations co-operate in tackling sexual
abuse of children and in protecting children and youth against sexual exploitation— from the e-world to the
real world. CEOP focuses on providing information to the youth and children in order to protect them
against sexual exploitation - through campaigns and support to hotlines (www.thinkuknow.co.uk).
Protection of children and the identification of victims on photographs and film is very important, says Paul
— “We have to identify children in order to trace them and to be able to get to the abusers to prevent more
abuse.”

Paul Griffiths introduces a few new perspectives:

« CEORP talks about images of sexual abuse instead of child pornography. Porn suggests that it is
voluntary and accepted and in the case of child abuse images this is absolutely not the case. The
word child pornography may also work in favour of the abusers because it provides a certain
legitimacy.

* The expression ‘sex tourist’ should be changed into travelling child abuser - the word sex tourist is
too innocent and does not indicate what really takes place.

Ruud Bullens

In his contribution, Ruud Bullens, senior consultant at the Waag and professor in child and youth
psychology, addresses the question: who are the child porn downloaders?

Research - sample survey among 72 child porn downloaders - has shown that a large part of them (60 %)
has a high score on one of the five defined development areas:

1) Intimacy or social skills shortages;

2) Deformations in the areas of sexual scripts;

3) Emotional deregulation;

4) Antisocial attitude;

5) Multiple dysfunctional shortages.

In conclusion, one can say that downloaders of child porn mostly have intimacy defects or are
insufficiently able to regulate their emotions. Looking at child porn is for them an outlet for 'solving' their
emotional loneliness, respectively for undoing their negative emotions. Finally, there are those who have a
tendency towards paedophilia.

A distinction can be made between two groups of downloaders:
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There is a large group of problematic child porn downloaders, who possibly are also guilty of contact
abuse. But there is also a considerable group that is 'less' problematic and who will not take part in contact
abuse. It is therefore important that a careful diagnostic is created to determine the specific treatment
needs of THIS downloader of child pornography!

Jos Buschman

Jos Buschman works as psychodidactician and recognised polygrapher at the Mesdag Clinic. Jos
Buschman has used a polygraph (lie detector) to do research into a range of criminal behaviour by sexual
delinquents and into the place child pornographic material has within the spectrum of sexual abuse. He
bases his presentation on two studies undertaken by him. The results of the second study were presented
for the first time at the symposium.

A number of remarkable findings that are confirmed by both the first and the second study are:

e Child porn downloaders showed deviant sexual behaviour prior to starting
to surf for child pornography on the Internet.

» Child abuse images showing children under the age of 12 years has the preference.

» Child abuse images with solitary girls and sex between girls are preferred to other combinations of
sexes.

» Child abuse images in which adult men participate has a clear
preference.

Kevin Perry

Kevin Perry is social worker and researcher. His contribution concerns the education of social workers as
an important way to combat sexual abuse of children. He calls for better training of social workers,
because, according to him, too many cases are incorrectly assessed - with potentially disastrous
consequences for the child.

Comparative research into British and Danish social education shows that education to social workers
aimed at recognising sexual abuse should be strongly improved. In addition he points to the importance of
staff screening in schools, créches and in other institutions where children and youth spend time.

Francine Lamers

Francine Lamers is extraordinary professor in prevention and assistance in child abuse at the Free
University of Amsterdam and co-ordinator of the Child and Youth trauma centre. Her presentation
concerns the influence of sexual abuse on the child. Sexual abuse is a traumatic experience for most
children. If the abuse has also been photographed and/or filmed, the abuse never ends because the
photographs keep circulating on the Internet for ever. The knowledge that a photograph or film could
surface anywhere cannot be accepted by a child and leads to a sense that his/her 'safety’ can never be
guaranteed again. How does one come to terms with the idea that it is always possible that someone
'somewhere' may be enjoying him/herself by looking at images of oneself? Social workers still do not have
an answer (=therapy) for this. The following is therefore urgently needed:

» Research into the effects of being abused for the production of child pornography.
» Research into good therapies for children that have been abused for pornography.

Francine Lamers closes her presentation with article 39 of the International Human Rights Treaty: It is the

duty of the Government to provide rehabilitative care for victims of Violence’.

Remco Pijpers

Remco Pijpers works at Stichting Mijn Kind Online/KPN and talks about the Internet behaviour of
teenagers and their experiences on the Internet. He presents for the first time the results of a study done
by the Rutgers Nisso Group. This study was done to gain more insight into the digital youth culture.

A few results:
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* ‘New sexual revolution’ (1 in 4 boys say that they have had cybersex, 1 in 5 girls).

» 35% say they have had unpleasant sexual experiences on the Internet during the past year.

» 17 out of a 1000 boys and 24 out of 1000 girls between 12 and 18 have at some time done
something sexual in front of the webcam because they were confused or because they were
persuaded or forced to do so.

* Girls between 12 and 14 in particular, find it difficult to say 'no' against sexual requests on the
Internet.

Conclusion of Remco: “As a community we will have to be willing to invest more in possibilities to provide
children with a safe environment on the Internet. Children also want to be 'seen' online.

We need to strengthen the digital skills of young people and teach them how they can recognise ‘fakers’
on the Internet, what their (sexual) limits are and how they can protect them and at the same time we
should not condemn their digital youth culture.”

Discussion
The lively and sometimes emotional debate consisted of an hour of discussion about the following themes:
* Internet providers who distribute child abuse images are co-responsible!
* ALL means are justified (among others, infiltration by the police under false pretences) to gain
access to the (hard to access) Internet sites where child abuse images are offered / traded!
* Are laws and sentences in the Netherlands adequate?
» Does the Netherlands spend enough money on combating child abuse images and providing
assistance to children?

We have noted a few opinions and statements from the debate:

“The Netherlands wants to sit in the front row for a few cents. Too little money is spent on combating child
pornography.”(Chris Groeneveld)

“The Netherlands does not love its children.” (Francine Lamers)

“There should be more contact with companies and Internet Service Providers should act as a steering
factor. The government should play a leading role and require companies to accept their social
responsibility.” (Liesbeth Groeneveld)

“I have tried during the past years to take part in combating child abuse images op Internet. | want to
make an appeal to you: Increase the lobbying because the parliament is fast asleep. They do nothing;
they even reject motions recommending that the issue of child abuse images should be on the agenda
every year. | need you in the struggle, alert people to what is going on, send letters, draw up petitions and
take action, otherwise we will never get this onto the political agenda.” (Arda Gerkens, SP)

“The political priority that this issue should have should be translated into money and resources. We
should be willing to give everything to protect children.” (Theo Noten)

“l am going to speak to the large providers soon - to achieve a policy in which, for example, websites with
child abuse images can be blocked.

Assistance for victims should also be set up. Perhaps, a community-broad working group can be created
to by Minister Donner.” (Chris Groeneveld)

“Child porn is a ‘No Go Area’ with the message: you should not be here. If you do, the consequences will
be grave.” (Jos Buschman)

“We should start using a universally accepted term that signifies child porn in a better way. One should not
forget that behind every image of child pornography, there is a child suffering sexual violence and whose
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image(s) will always be on the Internet. This is why the term ‘abusive image(s)’ seems to be more
applicable.” (Kevin Perry)

“One should be aware that child abuse images are created by an abuser who photographs his deeds. The
idea such a child has that the images will always be on the Internet is mental torture.” (Liesbeth
Groeneveld)

“Why do we not attach a Download Transferred Disease to the files and addresses we do know? Why
do we not agree on a controllable virus that settles in the computer of the perpetrator and can then be
traced by the police? Think how easy it would then be to arrest entire networks? And how rapidly
Dutch downloaders would stop using sites because the price would have become too high?” (Jos
Buschman)

“The Minister promised some time ago that sexual offenders will no longer receive community service
sentences. The sentence is 4 years in prison. But what happens in practice: prison sentences are seldom
given. This cannot be explained to victims of sexual abuse. Because everyone should realise that every
child abuse image is based on sexual abuse of a child. Perpetrators should be punished.

The Minister of Justice, Donner should (even if the legal authorities in the Netherlands are independent)
demand this from the legal authorities.” (Chris Groeneveld)

“Increase the sentences. Not only the images on the Internet are involved, but also the sexual abuse
behind it.” (Ruud Bullens)

Conclusion
The general conclusion of the debate is that much still needs to be done in the Netherlands in all areas
related to combating child pornography.

A few main causes:

* The government should be aware of the problem and make available more money and resources
for combating child pornography.

» The final execution of the sentence is not adequate.

» More research is needed about the child porn downloader.

» More research is needed about the correct treatment for sexually abused children who have also
been photographed or filmed.

» Government should take a more active approach to combating sexual abuse of children.

» Acritical look should be taken at the training of people who are trained to work with children and
with sexual abuse of children the curriculum should contain how this should be handled.

* More money should be made available on all fronts.

In short: It was an educating day which will hopefully be the beginning of a better co-operation and
approach regarding one of the worst things that could be done to a child: sexual abuse.
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Press release: NVB paedophile party is a danger to children

In its party programme, the new political party NVD propagates, among others, legalisation of
child pornography and sex between children and adults. The Hotline against child pornography
is shocked by the establishment of this party, which forms a threat to children because of their
party programme.

The idea that people want to join the party with the explicit idea to legalise sex with children, the
Hotline views as a threat to children and therefore also finds it unacceptable.

A key objective of the NVD is to legalise child pornography. The possession of child abuse
images is a punishable offence in the Netherlands. Nonetheless, combating child abuse images
is not easy. During the past years, the Hotline against child pornography has also seen a strong
increase in the number of reports and has handled more than 32.000 reports since it was
founded. The Parliament is currently debating an increase in the sentence for possession of
child pornography.

Child abuse images are the ultimate proof of a crime involving a child and portray the sexual
exploitation of a child. In addition to the sexual abuse, the victims of child abuse images are
doubly punished as a result of the distribution of the images of their sexual abuse. As a result,
they are reduced to sex objects on an ongoing basis. Consequently, a child does not only
experience physical damage but also (long afterwards) extensive psychological damage. A
photograph remains circulating on the Internet for ever and/or ends with a collector of child
pornography. Propagating the legalisation of child abuse images is unacceptable to the Hotline.

Note for the editor:
For more information please contact:

Liesbeth Groeneveld

Meldpunt Kinderporno op Internet
Tel. +31 20 468 1731
www.meldpunt-kinderporno.nl

Every child abuse image is based on the abuse of a child. Even after this physical abuse has
stopped, the abuse doesn't stop for the victims, as the proof will always continue to be present
on the Internet.

The Hotline's objective is to: make a contribution to the reduction in the amount of child
pornography on the Internet.
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Graph 3

Child Pornograhpy websites in the Netherlands and abroad
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